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bstract. We propose a system with image authentication and
ross-recovery ability to protect a group of n given digital images.
he system is a �r ,n� threshold scheme (r is a prespecified thresh-
ld satisfying 2� r�n). Any r of these images can reconstruct the
hole group of n images, but less than r images cannot. Therefore,

he system has cross-recovery ability because if some [up to �n-r�]
mages in the group are destroyed or lost in a distributed storage
cheme or transmission mission, the destroyed or lost can be rebuilt
ividly by the mutual support of r survived members. The design is
omposed of compression, a two-layer sharing, cryptographic hash
unction, and information hiding. © 2008 SPIE and IS&T.
DOI: 10.1117/1.2991410�

Introduction
ue to the convenience of the Internet, transmission of
ultiple images via networks has become very popular.
owever, it is possible for the network connection to be
nstable or under hacker attacks. A general remedy is to
equest the sender end to resend again, but then transmis-
ion time has been wasted. Unless the sender immediately
andles the request and the network is stable for awhile, the
aiting time may seriously influence an important business
ecision when a cooperative company is eager to know
hat the new product images look like. Another situation is

hat in a distributed storage system of multiple images, if
ome images are lost by the hardware failure or the man-
ger’s carelessness, a trivial way to recover them is using
ack-up copies identical to the lost images but stored else-
here. Although the back-up copies can increase the reli-

bility of a storage system, it also increases the cost of the
ystem.

As a result, an interesting and important issue becomes
ow to protect the integrity of multiple images during a
ransmission or in a storage system. Image authentication is
technique that can verify an image’s integrity by inserting
digital watermark into the protected image, or storing its

igital signature elsewhere. In recent years, several image
uthentication methods1–10 have been proposed. Most of
hem emphasize the detection of whether malicious ma-
ipulations have occurred, and some have the position-
ocating ability for the tampered parts of the test image.
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Some approaches7–10 additionally possess the gorgeous ca-
pability of automatic recovery for the tampered parts to a
certain extent, after detection and locating work. However,
these recovery approaches usually only target a single
image rather than a group of images.

We review these approaches for recovery of a single
image. Wu and Chang7 proposed an elegant method based
on the JPEG compression technique. They used an edge
detection technique to identify the edges of the image be-
fore JPEG compression, and then embedded the obtained
edge characteristic into some ac coefficients of the fre-
quency domain after JPEG compression. If the image was
tampered with, then the embedded edge characteristic could
be used to detect the tampered areas and cooperate the in-
terpolation method to reconstruct it. Lin, Hsieh, and
Huang8 proposed an attractive block-based watermarking
scheme for image tampering detection, locating, and recov-
ery. They used a parity check and a kind of comparison to
generate the watermark of each block, and then added to
the watermark the recovery information that recorded the
six most significant bits �MSBs� of the mean value of an-
other block. In their verification procedure, a four-layer hi-
erarchical inspection system was used to increase the accu-
racy of locating the tampered area. Yeh and Lee9 proposed
content-based fragile watermarking to recover tampered ar-
eas of an image with JPEG-compressed quality. They cat-
egorized each block as smooth, mid-textured, or textured
type, and the recovery data of the smooth and mid-textured
blocks were replicated to raise the recovery ability. The
relationship between a block and its backup block was by
an automorphism. Chan and Chang10 also proposed an ef-
ficient method consisting of three techniques: Hamming
code, Torus automorphism, and bit rotation. The Hamming
code was to generate parity check data as the authentication
information and recover burst bit errors that happen during
transmission of the digital image. Torus automorphism
spread the authentication information around the image. Bit
rotation was used to improve the security of the authenti-
cation information.

Our goal is to design an image authentication scheme
that deals with a group of n images simultaneously instead
of a single image, and the recovery of any member image
in this group can be done through the mutual support of r
Oct–Dec 2008/Vol. 17(4)1
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f the n-1 remaining member images, as long as these r
mages pass the authentication tests. The method uses some
haring techniques.11

The rest of the work is organized as follows. Section 2
riefly reviews image sharing. The encoding and decoding
the latter includes verification and recovery� of the pro-
osed method are described in Secs. 3 and 4, respectively.
xperimental results are in Sec. 5. The comparison is in
ec. 6, and the summary is in Sec. 7.

Review of Sharing
n this section, related works about sharing are briefly re-
iewed to provide some necessary background for the pro-
osed method. The concept of secret sharing was intro-
uced independently by Shamir12 and Blakley13 in 1979.
heir �r ,n� threshold scheme divides a secret numerical
alue into n shares, and any r of these shares can recon-
truct the secret numerical value, but less than r shares
annot �r�n is a prespecified threshold. Notably, r=n is
llowed in their papers, because they might require that the
nveiling of the secret is impossible unless all r=n shares
rrive. However, we do not use r=n here. The reason we
equire r�n is because of our goal: “When some images
at least one image� in a group of n images are destroyed or
ost, they can be rebuilt vividly by the mutual support of the
survived members.” Several secret sharing methods based
n the �r ,n� threshold scheme have been proposed.11,14–21

mong them, Chang and Huang12 applied the vector quan-
ization technique22 to encode the secret image, then the
enerated codebook is shared among the n participants by
pplying the �r ,n� threshold scheme. Thien and Lin11 pro-
osed an �r ,n� scheme for sharing images. In their scheme,
secret image was shared among n participants, and each

articipant held a generated shadow image whose size was
nly 1 /r of that of the secret image. The secret image could
e reconstructed if at least r of the n shadow images were
eceived. The smaller size of their shadow images �r times
maller than the shadow images generated by ordinary
haring methods� is an advantage in transmission and stor-
ge. They further developed a method15 that made the
hadow images looked like portraits of the original secret
mage, and thus provided a user-friendly interface to facili-
ate the management of the shadow images.

As for other variations, Lin and Tsai16 integrated the
r ,n� threshold scheme with a fragile watermarking tech-
ique to make their shares have authentication capability to
erify the shares’ integrity before reconstructing the secret
mage. Chen and Lin17 applied a secret image sharing
cheme11 to transmit an image in a progressive way. Wang
nd Shyu18 also proposed a scalable secret image sharing
cheme with three sharing modes: 1. multisecrets, 2. prior-
ty, and 3. progressive, according to the spatial and depth
nformation to increase the potential application for secret
mage sharing. Extensions of Shamir’s masterpiece12 com-
ined with visual cryptography23 can be found in Ref. 19.
ven the visual cryptograph23 itself has many extensions.
or example, Wu and Chang24 skillfully employed circular
hape of shares to improve the amount of the embedded
essage in traditional visual cryptography,23 which uses

ectangular shapes, without sacrificing the clarity quality of
he stacking result.
ournal of Electronic Imaging 043007-
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Besides the aforementioned spatial-domain methods,
Lin and Tsai20 proposed a frequency domain method to
transform the secret image into the frequency domain, and
then utilized a sequence of random numbers to record the
lower frequency coefficients �the ac values�, except the dc
value. The dc value of each block is regarded as the secret
key and is shared among the n participants by applying the
�r ,n� threshold scheme.

Because we utilize the sharing polynomials of Thien and
Lin’s method11 in our two-layer sharing, below we review
Ref. 11 particularly. In Ref. 11, a secret image O containing
m pixels is shared by n participants based on Shamir’s
polynomial �r ,n�-threshold scheme12 with a module base
p=251. The image O is first transformed into a noisy image
Q by permuting pixels according to a secret key. Then, Q is
further divided into m /r nonoverlapping sectors so that
each sector contains r pixels. Let q�x� be the x’th shadow
image and qj�x� be the j’th pixel in q�x�, where 1�x�n
and 1� j�m /r. For each sector j, the r coefficients
a0 ,a1 , . . . ,ar−1 of the corresponding polynomial

qj�x� = a0 + a1 � x + ¯ + ar−1 � xr−1�mod p� , �1�

are used as the gray values of the r pixels of the corre-
sponding sector j in Q. The x’th shadow image q�x� is the
collection �qj�x� � j=1,2 , . . . ,m /r�. Any r of the n shadow
images can be utilized to reconstruct Q. For inverse finding
of the r coefficients, a0 ,a1 , . . . ,ar−1 in Eq. �1� only needs r
of the n values �qj�1� ,qj�2� , . . . ,qj�n��. The detail is
omitted.

Notably, Thien and Lin’s method11 used p=251, but we
use p=256 here for 8-bit grayscale images that have a
brightness range of 0 to 255. Since 256 is not a prime
number, all arithmetic calculations in Ref. 11 are now done
in the sense of Galois field GF�256�. The change from 251
to 256 is more convenient for sharing digital data such as
pixel value, binary bit stream, and index value of vector
quantization.

3 Proposed Method „Encoding…
Figure 1�a� shows the flowchart of the encoding procedure,
while Fig. 1�b� is for the decoding �verification and recov-
ery� procedure. In Sec. 3, we explain Fig. 1�a� only. As-
sume that there are n grayscale �8-bit� images in the pro-
tected group. Our goal is that after watermarking these n
images, if at least r �out of the n� watermarked images
survive �must pass the authentication test� in a transmission
or disk crash, where r is a prespecified threshold and 2
�r�n, all nonsurvived images can be recovered to a cer-
tain extent. On the other hand, if less than r watermarked
images passes the authentication test, then the recovery
work for the remaining images fails. In conclusion, our
method can tolerate the loss or modification of up to �n-r�
watermarked images.

The encoding procedure consists of three parts. First,
create the rough image by setting all t least significant bits
�LSBs� of each pixel of the original image to zero. To re-
duce the amount of recovery data, encode each of the n
rough images respectively by the JPEG2000 compression
technique to generate n bit streams. These n bit streams are
treated as the recovery data. Then, share these n bit streams
Oct–Dec 2008/Vol. 17(4)2
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y means of a two-layer sharing method to generate n shad-
ws. Use a module method, modified from the simple LSB
ubstitution method, to embed these n shadows in the n
riginal images of the group, respectively, to form n stego-
mages. Finally, generate the authentication data �a 128-bits
atermark� for each stego-image by using a cryptographic
ash function, in which the input includes the local and
nterrelated information of the stego-image. The authenti-
ation data are embedded into a certain space of the stego-
mage to form the watermarked image. The watermarked
mages are the final results, which not only look like the
riginal images but also contain the authentication and
ross-recovery data needed to protect the transmission and
torage of the group. Details of the encoding are described
n the following three sections accordingly.

ig. 1 Two flowcharts: �a� is the encoding procedure and �b� is the
uthentication and recovery procedure.
ournal of Electronic Imaging 043007-
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3.1 Generation of the Recovery Data

In the proposed method, the recovery data of each image is
generated first. As a remark, all the bit values of the t LSBs
at each pixel of the original image will be completely de-
stroyed �erased� to hide the recovery and authentication
data. Therefore, after the hiding procedure, only the re-
maining �8-t� most significant bits �MSBs� of the original
image are directly related to the local gray values. Hence,
the rough image, which is a 2�8-t�-level image formed of the
�8-t� MSB bit-planes, of each original image is the input
data for generating the corresponding recovery data.

Furthermore, a small skill used in our scheme is that the
rough image is obtained by using the modulus operation
rather than directly setting all t LSBs of each pixel of the
original image to zero. �The modulus-based zeroing scheme
here is inspired by Thien and Lin’s modulus-based hiding
method.25 Reference 25 has proven that when doing hiding,
the gray value distortion of the simple LSB substitution
method is never smaller than that caused by modulus-based
hiding.�

Our modulus-based zeroing scheme is as follows. To set
t LSBs of a pixel value y �0�y�255� of an 8-bit grayscale
image to zero, the new value ŷ of our rough image can be
expressed as

ŷ = 2t � rounding� y

2t� , �2�

where the rounding�·� operator means rounding its content
to the nearest integer. This rounding operator is better than
the truncation operator, which directly truncates the nonin-
teger part; and the latter is exactly the one used in a simple
LSB method. Of course, we need to check whether or not
the ŷ falls in the valid gray-value range 0� ŷ�255. If it is
out of the range, then ŷ should be corrected further as

ŷ = � ŷ + 2t if ŷ � 0

ŷ − 2t if ŷ � 255
	 . �3�

Now, the rough image is an image whose gray values are ŷ,
of which 2t is a factor, rather than the old pixel values y of
the original image.

For example, assume that a rough image of zeroing
2-LSB �i.e., t=2� is desired, and the gray value y of a pixel
in the original image is 107= �01101011�2. Instead of using
104= �011010�00�2, which is the result of directly erasing
the 2 LSBs by zeros, we use the modulus-based zeroing
formula in Eq. �2�, i.e., the value of the corresponding pixel
in our rough image is 22� rounding�107 /22�=108
= �011011�00�2. Obviously, the distortion �108−107=1� of
using Eq. �2� is smaller than the distortion �107−104=3� of
using direct truncation. Before going further, we remark
here on the influence of the value of t. The bigger the
parameter value of t, the larger the hiding capacity of each
image �to embed the recovery and authentication data into
the space provided by t bit planes� and, hence, the better the
quality of the recovered image. However, the quality of the
watermarked image will become worse as the value of t
increases, for the final t bits have been changed at each
pixel. So, there is a tradeoff.
Oct–Dec 2008/Vol. 17(4)3
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Next we discuss the design of the recovery data. In gen-
ral, the data amount of a digital image is large, so it is
ifficult to embed all information of a protected image in
uite a limited hiding space. For this reason, we first use a
ompression technique to reduce the data amount, so that it
s easier to perform the embedding procedure later. JPEG is

very common image compression standard on the Inter-
et. In contrast to JPEG, JPEG2000 is a new international
tandard for image compression that is advantageous over
PEG in terms of compression ratio, freedom of compres-
ion mode selection, and adaptation to different kinds of
mages. Therefore, JPEG2000 is employed as the image
ompression technique in our method to generate the recov-
ry data. As shown in Fig. 1�a�, after modulus-base zeroing,

rough images of the group are compressed by the
PEG2000 compression encoder, and the compression re-
ult of each rough image is a bit stream. The n bit streams
re the input of the first-layer sharing introduced in Sec.
.2. As a rule, the bit stream of each rough image is treated
s the recovery data for that image, i.e., the decompressed
mage obtained from the corresponding bit stream will be
sed as the recovered image to replace a watermarked im-
ge, should the watermarked image be tampered with or
ost.

.2 Two-Layer Sharing
fter generating the recovery data, the next thing to do is to

hare it. We design next a two-layer sharing scheme to
hare the information needed in recovery.

.2.1 First-layer sharing
s shown in Fig. 1�a�, the recovery data �the n compressed
it streams of the rough images� are shared in the first-layer
haring process to generate the �n-r� temporary shares. The
rocess is explained next.

Assume that each bit stream has m bits. Divide each
tream into m /8 nonoverlapping cells so that each cell con-
ains 8 bits. Then, each cell is converted from base 2 to
ase 10 �a decimal number ranges between 0 and 255�; in
ther words, each cell value is a decimal value in the range
f commonly seen gray values.

For each cell j, where 1� j�m /8, let �A1 ,A2 , . . . ,An�
e, respectively, the n decimal values of the j’th cell in the
bit streams. Then, let the first-layer sharing polynomial

for the j’th cell� be

pj�x� = 
A1 � �c1�x + A2 � �c2�x + ¯ + An � �cn�x� �4�

�mod 256� ,

here the arbitrarily chosen positive integer constants
c1 ,c2 , . . . ,cn� satisfy ci�ck, for all i�k. For example, let

1=1, c2=2 , . . . , cn=n.
For each integer x� �1,2 , ¯ , �n−r��, let

p�x� = 
p1�x�,p2�x�, . . . ,pm/8�x�� �5�

enote the x’th temporary share, in which each pj�x� is just
he j’th cell value of p�x�. Since each cell value pj�x� is still
n 8-bit value by Eq. �4�, each temporary share p�x� can be
reated as an image; and it has 8� �m /8�=m bits, just like
he length of each bit stream.
ournal of Electronic Imaging 043007-
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After first-layer sharing, there are �n-r� temporary
shares. Because the tampered or lost parts of some bit
streams can be reconstructed by the cooperation between
the �n-r� temporary shares and the r survived bit streams
�the details are illustrated in Sec. 4.2�, the �n-r� temporary
shares are the key data for the recovery purpose. To ensure
the survival of these �n-r� temporary shares, they are shared
again among the n images.

Notably, the original recovery data �n bit streams�,
which keeps the main information about the n original im-
ages, are condensed to the �n-r� temporary shares by the
first-layer sharing. In other words, the first-layer sharing not
only contributes to the recovery work, but also decreases
further the total amount of the recovery data, for there are
�n-r� temporary shares of m bits each, which are more eco-
nomic �in total size� than the n bit strings of m bits each.

3.2.2 Second-layer sharing
In second-layer sharing, we use Thien and Lin’s �r ,n�
threshold sharing method11 to create n shadows, which
share the �n-r� temporary shares just generated from the
first layer. The detail is as follows. For each temporary
share p�x�= 
p1�x� , p2�x� , . . . , pm/8�x��, divide it into sectors
of r pixels each. 
Recall from Eq. �4� that each element
pj�x� has 8 bits and, hence, can be treated as a pixel.� Then,
for each sector, use its r pixels as r coefficients in Eq. �1�,
and then plug in n prespecified integer values for the vari-
able x. This creates n transformed values for a sector. After
doing this for all sectors of a temporary share i, and col-
lecting the transformed values for each x, the temporary
share i is transformed to n shadows. As i runs from 1
through �n-r�, each temporary share gets its own n shad-
ows. Then, the first shadows of all �n-r� temporary shares
are concatenated, and the result is still called shadow 1.
Similarly, second shadows of all �n-r� temporary shares are
concatenated, and the result is still called shadow 2. As the
process goes on, the concatenation sequentially yields shad-
ows 1, 2 , . . . ,n.

As shown in Fig. 1�a�, after the aforementioned two-
layer sharing phase, the recovery data of the n original
images in the group are condensed to n shadows. To have
the ability to later recover any polluted image by using the
remaining images of the group, we may “hide” �see Refs.
26–30 for examples of hiding techniques� the n obtained
shadows, respectively, into the n rough images of the pro-
tected group. Recall that the t least significant bits of each
rough image have been zeros, so we may use these t least
significant bits to embed shadow �embed one shadow in
one rough image�. This hiding technique is the famous
t-LSB substitution method. Now, n stego-images are thus
generated, which still look like their original images. The
reason we use t-LSB substitution for hiding is because it is
simple, fast, and with great hiding capacity without down-
grading too much the quality of the stego-images. Notably,
in the hiding step here, we use t-LSB substitution rather
than the modulus-based substitution,25 because we do not
want to change the �8-t� MSBs of the rough images when
creating stego-images. This ensures the �8-t� MSBs are the
same between each rough image and its stego-image.
Therefore, in later days, when a lost or tampered stego-
Oct–Dec 2008/Vol. 17(4)4
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mage is to be recovered, we can grab the rough images
btained from the �8-t� MSBs of nontampered stego-
mages, then do JPG2000 compression, and thus obtain
ecovery data 
see Figs. 1�a� and 1�b��.

.3 Generation of the Authentication Data
fter the hiding procedure, the n original images of the
rotected group are transformed to the n stego-images.
ater, to determine whether a stego-image of the protected
roup is tampered or not, people can use image authentica-
ion to verify the integrity of each stego-image. Next we
escribe the details of the generation of our authentication
ode �the watermark�.

As the final work for the encoding procedure, the water-
ark to verify the stego-image’s integrity is generated, and

t is then embedded in stego-images to obtain the water-
arked image. In our method, we use a cryptographic hash

unction to generate the watermark of each stego-image. It
onsists of some important information of the stego-image,
ncluding width, length, the image’s identification number,
nd the pixel values of the stego-image. Consider a crypto-
raphic hash function

�S� = �b1,b2, . . . ,bu� , �6�

here S is an input bit string of arbitrary length, bi is the
utput binary bits of the hash function for 1� i�u, and u is
he length of the output bit string. Wong and Memon6 sug-
est that a cryptographic hash function should have the
roperty that once an input bit string S and its correspond-
ng output �b1 ,b2 , . . . ,bu� are given, then it is almost com-
utationally infeasible to find another input bit string that
ill be hashed to the same output �b1 ,b2 , . . . ,bu�. Notably,
D531 is a famous collision-resistant one-way hash func-

ion, in which any input bit string is hashed into a bit
tream of 128 bits, i.e., u=128. In our method, MD5 is
mployed as the hash function. Of course, using other cryp-
ographic hash functions to replace MD5 is also allowable.

Let ID be the image’s identification number of the origi-
al image in the protected group. Now, for each stego-
mage whose size is h�w, the authentication data can be
omputed as

�ID�h�w�p1�p2� ¯ �ph�w−128�p̂h�w−127� ¯ �p̂h�w�

= �b1,b2, . . . ,bu� , �7�

here the symbol � is the concatenation of all input
treams, and p1 , p2 , . . . , ph�w−128 are the stego-image pix-
ls’ gray values according to the raster-scan order of the
tego-image, which is from left to right and top to bottom.
ecause the least-significant bit of the final 128 pixels

p̂h�w−127, p̂h�w−126, ¯ , p̂h�w of each stego-image are par-
icularly reserved for embedding its 128-bits authentication
ata, their pixel values p̂h�w−127, p̂h�w−126, ¯ , p̂h�w are
omputed just using the 8−1=7 most significant bits
MSBs� only. Finally, the generated 128-bits watermark is
mbedded in the LSB of the final 128 pixels of the corre-
ponding stego-image to form the watermarked image.
hese watermarked images are used in transmission or
torage.

The version in the previous paragraph, which sequen-
ially hides the 128-bits authentication data �watermark� in
ournal of Electronic Imaging 043007-
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the LSB of the last 128 pixels of a stego-image, is just the
simplest version. For security concerns, we can use a pseu-
dorandom number generator to randomize the embedding
locations of the watermark in the stego-image. More spe-
cifically, assume that the pixels of the stego-image are num-
bered sequentially from 0 to L−1 according to the raster
scan order, which is from left to right and top to bottom. In
other words, L is the total number of the pixels in the stego-
image �i.e., L is 262, 144 for a 512�512 image�. By a
pseudorandom number generator, we can generate a se-
quence of random integer numbers. Then, we can embed
the watermark into the stego-image according to the gener-
ated sequence one by one. For example, if the generated
sequence is �214,257, 133,785, 34,480, 9284,…�, the first
bit of the watermark is embedded into the LSB of the pixel
number 214,257 in the stego-image, and the second bit is
embedded into the LSB of the pixel number 214,257, and
so on. Therefore, the pseudorandom sequence is used to
increase the difficulty in getting the watermark for an un-
authorized user. In our method, the Mersenne Twister �MT�
pseudorandom number generator32 is employed as the per-
mutation function of the watermark, and its seed can be
regarded as a secret key. In the image-disclosure site, only
the authorized person who owns the same secret key can
obtain the same sequence of pseudorandom integer num-
bers to extract the watermark in the verification phase.

4 Proposed Method „Decoding…
This section introduces the decoding procedure. Figure 1�b�
shows the flowchart for decoding. The detail subprocedures
for verifying and recovering n query images are as follows.

4.1 Verification
When a user receives some of the n query images from the
protected group, the first thing to do is to verify the integ-
rity of each query image. This is because the pervasive and
powerful image manipulation tools now have made the im-
perceptible modification of images become very easy, and a
user usually cannot determine whether the query image is
tampered with or not by using the naked eye. According to
the final paragraph of Sec. 3.3, a legal user can have the
secret key, which is the seed of the MT pseudorandom
number generator,32 to obtain the embedding locations of
the hidden watermark.

For each query image, its extracted watermark should be
the same as the authentication data recomputed directly ac-
cording to the hash function described in the paragraph
containing Eq. �7�. If the extracted watermark coincides
with the recomputed watermark, then the query image is
called an authentic image; otherwise, it is regarded as a
tampered image. An authentic image means that it is ex-
tremely likely that no tampering occurs in this image, and
the recovery data embedded in this image are therefore
considered trustworthy in joining the reconstruction team to
recover some tampered images. Note that if an image fails
to pass the authentication test, then the recovery informa-
tion stored in it should never be used.

4.2 Cross-Recovery of Tampered Images Through
the Cooperation of Authentic Images

After checking the authentication status of all the query
images, the recovery phase starts if there is at least one
Oct–Dec 2008/Vol. 17(4)5
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ampered or lost image; and simultaneously, there exist at
east r authentic images. To recover a tampered or lost im-
ge, we may collect its recovery data from any r authentic
mages. The recovery data were embedded earlier in the
ncoding phase in the t LSBs of all n images �one shadow
er image, as stated in Sec. 3.2�. When at least r �out of the
� images are authentic, we can extract r shadows from the
LSBs of the r authentic images. Then, by doing the in-
erse of the second-layer sharing, we can use these r shad-
ws to extract back the �n-r� temporary shares, which are
he result of the first-layer sharing. �The detail steps of
nverse sharing are similar to those in Sec. 3.2 of Ref. 11.�

Meanwhile, the r authentic stego-images can replace all
heir t LSBs by zeros to obtain r rough images. Then use
PEG2000 compression �as described in Sec. 3.1 and
ig. 1� to obtain r bit streams. Because the r authentic
tego-images are verified to have not been tampered with,
he r rough images obtained now in the decoding phase,
nd hence the r bit streams obtained now are identical to
hose obtained in the encoding phase.

Then, the r bit streams are combined with the �n-r� tem-
orary shares obtained from the aforementioned second-
ayer inverse sharing, to rebuild other �n-r� bit streams by
olving n coefficients �A1 ,A2 , . . . ,An� of Eq. �4�.

Notably, these �n-r� bit streams are the compression re-
ult corresponding to those �n-r� tampered or lost images,
o we may decompress these �n-r� bit streams to recover
he �n-r� tampered or lost images in lower resolution.

In Lemma, we prove that the �n-r� bit streams could be
ecovered successfully through the cooperation of the r �out
f the n� bit streams and the �n-r� temporary shares.

emma. If any r �out of the n� bit streams and �n-r� tem-
orary shares are obtained, then the absent �n-r� bit streams
an be recovered successfully.

roof. In first-layer sharing, the �n-r� temporary shares
p�1� , p�2� , . . . , p�n−r� are generated by Eq. �4�. For each
ell j, the following shows the relation between the coeffi-
ients �A1 , . . . ,An� of the n bit streams and temporary share
alues �pj�x� :x=1,2 , . . . , �n -r��. For convenience, we
ropped the subscript j in this proof.

c1
1 c2

1 c3
1

¯ cn
1

c1
2 c2

2 c3
2

¯ cn
2

] ] ] ¯ ]

c1
n−r c2

n−r c3
n−r

¯ cn
n−r
� · 

A1

A2

]

An

� = 
p�1�
p�2�
]

p�n − r�
� . �8�

ithout the loss of generality, assume that the obtained r
out of the n� bit streams are A1 ,A2 , . . . ,Ar, and the tam-
ered or lost �n-r� bit streams that need to be reconstructed
re A ,A , . . . ,A . Then, Eq. �8� can be rewritten as
r+1 r+2 n
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c1

1 c2
1

¯ cr
1

c1
2 c2

2
¯ c2

2

] ] ¯ ]

c1
n−r c2

n−r
¯ cr

n−r
� · 

A1

A2

]

Ar

�
+ 

cr+1
1 cr+1

1
¯ cn

1

cr+1
2 cr+2

2
¯ cn

2

] ] ¯ ]

cr+1
n−r cr+2

n−r
¯ cn

n−r
� · 

Ar+1

Ar+2

]

An
� = 

p�1�
p�1�
]

p�n − r�
� .

�9�

Equation �9� can be expressed as the abbreviation

Ck · A� k + Cu · A� u = P� . �10�

Equation �10� therefore becomes

Cu · A� u = P� − Ck · A� k. �11�

From Eq. �9�, because ci�ck�0, if i�k, we can see that

Cu
T = 

cr+1
1 cr+1

2
¯ cr+1

n−r

cr+2
1 cr+2

2
¯ cr+2

n−r

] ] ¯ ]

cn
1 cn

2
¯ cn

n−r
� ,

and obviously, it is a Vander Monde matrix.
Note that for any Vander Monde matrix

V = 
1 e1 e1

2
¯ e1

h−1

1 e2 e2
2

¯ e2
h−1

] ] ] ¯ ]

1 eh eh
2

¯ eh
h−1
� , �12�

the determinant will be

det�V� = �
l�m

�em − el� , �13�

and hence nonzero as long as all ei are distinct. Because
matrix Cu

T is the form of the Vander Monde matrix, det �Cu
T�

is nonzero, that is, det�Cu� is nonzero. It means that Cu has
the inverse matrix Cu

−1. Therefore, Eq. �11� can be rewritten
as

A� u = Cu
−1�P� − Ck · A� k� . �14�

Because the r �out of the n� bit streams A� k= �A1 , . . . ,Ar� are

known, and the �n-r� temporary shares P�

= �p�1� , . . . . , p�n-r�� are also known, �P� −Ck ·A� k� can be
calculated. By the inverse operation of matrix Cu, the ab-

sent �n-r� bit streams A� u= �Ar+1 , . . . ,An� can be recovered

easily by the multiplication operation between Cu
−1 and �P�

−C ·A� �.
k k

Oct–Dec 2008/Vol. 17(4)6
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Experimental Results and Robustness-Related
Issues

.1 Experimental Results
xperimental results are presented to demonstrate the per-

ormance and feasibility of the proposed method. A group
f 512�512 standard 8-bit gray-scaled images �Baboon,
ena, Jet, Scene� shown in Fig. 2 are used as the test im-
ges in the experiments.

In the experiments, we used a �r=2, n=4� threshold
cheme in the two-layer sharing procedure to share the re-
overy data, i.e., the group of four images could survive
ven if �n-r=4−2� of the watermarked images was lost or
ampered. The parameter setting for the t-LSBs is t=2, i.e.,
he watermark is embedded into the 2 LSBs of the images’
ixels. Figure 3 shows the watermarked images of Fig. 2
sing the proposed method described in Sec. 3. The quali-
ies of all watermarked images and recovered images are

easured by the peak signal-to-noise ratio �PSNR� defined
s

SNR = 10 � log10
2552

MSE
, �15�

n which the MSE denotes the mean square error between
he pixel values of the original and watermarked/recovered
mages. From Fig. 3, we can see that the qualities of the
atermarked images are acceptable �their PSNR values

ange between 44.14 and 44.17 dB�. It is visually indistin-
uishable between Figs. 2 and 3 using the naked eye. In
ther words, our watermarked images have the transpar-
ncy property for the hidden data, i.e., the recovery data
nd watermark are perceptually invisible. To inspect our
cheme’s recovery ability, some of the watermarked images
hown in Fig. 3 are lost or tampered with in the following
xperiments.

ig. 2 A group of test images: �a� Baboon, �b� Lena, �c� Jet, and �d�
cene.
ournal of Electronic Imaging 043007-
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5.1.1 Case 1: one watermarked image is lost
When the watermarked image “Lena” 
Fig. 3�b�� is lost due
to transmission error or hardware storage failure, the re-
maining images are Baboon, Jet, and Scene, as shown in
Figs. 4�a�–4�c�. After the verification procedure described

Fig. 3 The watermarked image of Fig. 2: �a� Baboon �PSNR
=44.17 dB�, �b� Lena �PSNR=44.14 dB�, �c� Jet �PSNR
=44.16 dB�, and �d� Scene �PSNR=44.15 dB�.

Fig. 4 The experiment result when the watermarked image Lena is
lost. �a�, �b�, and �c� are the survived 44.1 dB images that passed
the authentication test, and �d� is the recovered image Lena’
�PSNR=41.57 dB� saved from using �a�, �b�, and �c�.
Oct–Dec 2008/Vol. 17(4)7
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n Sec. 4.1, these three images are authentic, and thus par-
icipate in the recovery team to save the lost member Lena.
sing the support from the three authentic images Baboon,

et, and Scene, we recover the Lena� shown in Fig. 4�d�,
hose PSNR value is 41.57 dB.

.1.2 Case 2: two watermarked images are
tampered with

n the experiment, we consider the situation when �any�
wo of the four watermarked images shown in Fig. 3 are
ampered with by manipulations or processing such as ro-
ation, filtering, cropping, noise addition, resizing, and re-
lacement �see Fig. 5�. Because the authentication code
as generated by a hash function using the pixel values of

he stego-image, the image’s width and length, and the im-
ge’s identification number as the input information �see
ec. 3.3�, any manipulation of pixel values, image size, or

mage ID would cause the input image to fail our verifica-
ion test. So, these images shown in Figs. 5�a�–5�f� are
udged as tampered images by the authentication test.

ig. 5 Some alternations of Fig. 3: �a� the watermarked image Ba-
oon is rotated through 90 deg; �b� the watermarked image Lena
ltered by a low-pass filter; �c� the watermarked image Jet is
ropped; �d� noise is uniformly added to the watermarked image
cene; �e� the watermarked image Jet is shrunk to a quarter of its
ize; and �f� the watermarked image Scene is completely replaced
y another image Boat.
ournal of Electronic Imaging 043007-

m: http://electronicimaging.spiedigitallibrary.org/ on 04/25/2014 Terms of U
Therefore, the recovery phase begins, and the two tampered
members of the protected group are successfully recon-
structed using the remaining two authentic images �all im-
ages in Fig. 3 can pass the authentic test, so any two from
Fig. 3 can achieve this�.

One such example is shown in Fig. 6, in which Figs.
3�c� and 3�d� are tampered with and become Figs. 6�c� and
6�d�. Their recovery versions become Jet’ and Scene’ in
Figs. 6�e� and 6�f�. As for the other examples of �r=2, n
=4�, each time two of the four images in Fig. 3 are replaced
by two of the six images shown in Fig. 5. The two images
identical to the images shown in Fig. 3 can pass the authen-
tication test and thus need no recovery. Moreover, after
passing the test, they will back-up the recovery of the two
images missing from Fig. 3. No matter which two are tam-
pered or missing from Fig. 3, the recovered versions are
always identical to two of the four images shown in Fig. 7.

Fig. 6 An experiment when two images are tampered with. �a� and
�b� are the watermarked images �Figs. 3�a� and 3�b�� that pass the
authentication test; �c� and �d� fail the test, where �c� is the cropped
watermarked image Jet, and �d� is when the watermarked image
Scene is completely replaced by another image Boat. Finally, using
�a� and �b�, the two recovered images are the image Jet’ �PSNR
=42.54 dB� shown in �e�, and the image Scene’ �PSNR
=38.32 dB� shown in �f�.
Oct–Dec 2008/Vol. 17(4)8
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.2 Robustness-Related Issues
ow we discuss the robustness of the watermarked images.
here are two parts of information carried in each water-
arked image: 1. watermark �i.e., the authentication code�,

nd 2. recovery data. Their robustness are discussed respec-
ively next.

1. The authentication code is powerful enough so that if
received image R is not exactly �100%� a product of our
ethod �a watermarked image of ours�, then the received

mage R is rejected immediately, no matter if the difference
etween R and our product is small or big, and also no
atter if the difference is due to noise addition, filtering,

esizing, rotation, cropping, replacement, hacker attack, etc.
his is shown in the experiment �related to Figs. 6 and 7�.
he reason we require the authentication code to be so
ensitive is that we want to make sure the recovery data
hat we grab from the received image R is 100% exact,
voiding confusion in the later step of helping the recovery
f other broken images �R2 ,R3 , . . . �. �For example, if the
ecovery of R2 from r=3 images �A ,B ,C� are distinct from
A ,B ,R�, or �B ,C ,R�, or �A ,C ,R�, then there are some
ther troubles to judge which recovery of R2 is to be
elieved.

2. As a result of this, after the authentication test, if a
eceived image R cannot pass the authentication test, then
e discard all information hidden in or carried by image R,
ecause we do not think this information is trustworthy.
herefore, in some sense, we might say that the recovery
ata are not robust against any change of the watermarked
mage.

ig. 7 The recovered versions �33.82-dB Baboon’, and/or 41.57-dB
ena’, and/or 42.54-dB Jet’, and/or 38.32-dB Scene’� of the two lost
r tampered images in a sequence of �r=2, n=4� experiments. In
ach experiment, only two �=r� of the received images are exactly

he watermarked images shown in Fig. 3 �and hence can pass the
uthentic test�. The remaining n-r=4−2=2 images are either lost or

ampered with �for example, they can be any two images in Fig. 5�.
ournal of Electronic Imaging 043007-

m: http://electronicimaging.spiedigitallibrary.org/ on 04/25/2014 Terms of U
3. The discussions in 1. and 2. are from logic sense. As
for the technique sense, notably, the recovery data are usu-
ally much larger in size than the authentication code. Hid-
ing much larger sized data and making it robust is more
difficult than hiding much smaller sized data and making it
robust. This is because the robustness process against every
kind of manipulation or attack often enlarges the hidden
data. If the original data to be hidden are small, such as the
authentication code, then robust hiding is less difficult. But
if the original data to be hidden is already large, such as
the cross-recovery data of multiple images, then this is
difficult.

6 Discussion
Table 1 compares our method with Refs. 4–10 and 33.
Among them, Refs. 4–6 are for authentication only. Refer-
ences 7–10 can have both authentication and self-recovery
ability of a “single” image. Reference 33 is the only one
�other than ours� dealing with multiple images. So we in-
troduce and compare with Ref. 33 in more detail in the
following paragraphs. Before that, let us take a look at
single-image recovery methods. Usually, for single-image
methods, their schemes can recover the tampered parts of
the protected image by using the recovery data, which is
often embedded in blocks of other areas of the same image.
However, when a watermarked image is tampered exten-
sively in a large area and randomly, it is not rare that a
block and its back-up block are tampered with at the same
time. In this case, the recovery ability of the tampered
block in their approaches is gone, but our scheme can
handle this case, even if the whole image is lost, as long as
the remaining r members are authentic.

Next we compare our method with Ref. 33 in which
Tsai, Chang, and Chen proposed a method whose goal is
somehow related to ours. Their goal is to share multiple
secret images among a group of cover images, so that each
pair of stego-images can recover a unique secret image for
that pair 
see Fig. 8�a��. In Fig. 8�a�, the six secret images
�Jet, Goldhill, Girl, Toys, Boat, and Scene� with size of
200�200 pixels are shared in the four cover images �Lena,
Baboon, Tiffany, and Zelda� with size of 600�600 pixels.
The secret image Jet is shared between the pair of stego-
images Lena and Baboon; the secret image Boat is shared
between the pair of stego-images Lena and Tiffany, and so
on. The PSNR values of their stego-images range between
42.41 and 42.61 dB.

Reference 33 has two main advantages. First, it is effec-
tive. By an ingenious design of the sharing order and an
adequate utilization of bit planes of the cover image, one
can share multiple secret images with multiple cover im-
ages, and the quality of all stego-images is visually accept-
able to cover communication. Second, it is efficient, be-
cause the stego-images are generated using simple
operators such as addition and exclusive-or.

However, according to the experiment done in Ref. 33

shown in our Fig. 8�a��, when one of the stego-images is
tampered with or lost, three of the multiple secret images
cannot be reconstructed and then lost forever. For example,
if the stego-image Lena is tampered with or lost, the secret
images Jet, Boat, and Toys cannot be recovered by the re-
maining three stego-images. Therefore, the method of
Ref. 33 is not fault tolerant when some stego-images are
Oct–Dec 2008/Vol. 17(4)9
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olluted. As a contrast, our recovery still works even if
n-r� of the n watermarked images are tampered with or
ost. All member images of the protected group can be
ecovered by our method.

In summary, each method has its own advantage. Refer-
nce 33 is effective and efficient, and ours is fault tolerant.
eference 33 is for sharing multiple secrets, and ours is for
asy recovery of distributed storage systems in unstable
nvironments.

To compare with Ref. 33 further, we use a structure
hown in Fig. 8�b� so that Ref. 33 can also be used for
ross-recovery of multiple images. Here, the hidden secret
mages are in fact the JPEG2000-compressed images of the
our cover images. Then we generate the authentication

Table 1 A comparison between some published
from the reported paper,” and N/A means not m
decibels.

Schemes

PSNR of the
watermarked image
�images, if Ref. 33 or
ours�

Authe
check

Ref. 4 49.19* �Jet 512�512� Yes

Ref. 5 N/A Yes

Ref. 6 N/A Yes

Ref. 7 34.34* �Lena 512�512� Yes

Ref. 8 44.37* �Beach 256�256� Yes

Ref. 9 44* �Jet 512�512� Yes

Ref. 10 N/A Yes

Ref. 33 42.41 to 42.61
�four 600�600 images�

No �bu
be mo
and be
“yes”�

Ours 44.14 to 44.17
�four 512�512 images�

Yes

ig. 8 �a� The relationships among four cover images �L, Z, B, T� in
he original experiment of Ref. 33. �b� The relationships among four
over images �B, L, J, S� in a new version slightly modified from Ref.
3 �it is an application version of Ref. 33, the hidden images being

he JPEG2000 version of the cover images. L means Lena, B
eans Baboon, etc.�.
ournal of Electronic Imaging 043007-1
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code of each stego-image using the skill aforementioned in
Sec. 3.3, and finally embed the code in stego-images to
form four watermarked images in Fig. 8�b�.

In Fig. 8�b�, if one of the four watermarked images is
lost or tampered with, then the remaining three members
can reconstruct the lost image. For example, if Baboon is
lost, we can reconstruct it by the cooperation between Lena
and Jet or Jet and Scene. Of course, the recovered version
of the lost image is its JPEG2000-compressed version.
However, when two of the four watermarked images are
lost, only one of the lost images can be reconstructed. For
example, if Jet and Scene are lost, then the JPEG2000-
compressed Scene can be reconstructed by the cooperation
between Baboon and Lena, but the image Jet is gone. To
the contrary, our �2, 4� scheme can tolerate two tampered or
lost images, for they can be recovered by the cooperation of
the remaining two authentic images �see Case 2 of Sec. 5�.

Table 2 lists the comparison between our �r=2, n=4�
scheme and Ref. 33. From Table 2, we can see that the
qualities of the watermarked and recovered images in our
scheme are not worse than that of Ref. 33. Moreover, in the
recovery procedure, the fault-tolerant ability of our scheme
is better than the method of Ref. 33. As for processing
speed, Ref. 33 is faster than ours, because Ref. 33 uses
logic operations rather than arithmetical computations for
their sharing process.

7 Conclusions
We propose an authentication and cross-recovery method
for a group of n images. The goal of this work is that if
some images in the group are tampered with or lost, these

ds and our scheme. � * means “quoted directly
ed in the reported paper.� The unit of PSNR is

n Recovery
ability

PSNR of the
recovered image
�images, if Ref. 33
or ours�

No No

No No

No No

Self �single image� N/A

Self �single image� 30.85* to 48.48*

Self �single image� 32.82* to 44*

Self �single image� N/A

Cross
�Multiple
images�

27.92 to 39.63
for Fig. 8�b�

Cross
�Multiple
images�

33.82 to 42.54
metho
ention

nticatio
ability

t it can
dified
come
Oct–Dec 2008/Vol. 17(4)0
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mages can be identified and reconstructed by the mutual
upport of the r survived members. In the method, two-
ayer sharing is designed to create n shadows that share the
ecovery data. The sharing design reduces the recovery data
mount, and also makes the recovery fault tolerant for up to
-r shadows can be lost.

The experimental results show that: 1. the quality of our
atermarked images is acceptable, i.e., the proposed
ethod keeps the transparency of the hidden data, includ-

ng the recovery data and watermark; 2. authentication and
ross-recovery can both be done when some watermarked
mages are altered, tampered with, or lost; 3. the visual
uality of the recovered damaged images is maintained;
nd 4. it can be applied to distributed image storage system
r multiimage transmission.
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