
Chapter 5 

Conclusions and Future Works 

 

5.1 Conclusions 

    In this thesis, some methods of VQ-style secret image sharing and recovery have 

been proposed. Chapter 2 introduced two methods to share the secret image. The first 

one uses the mixed information of the codebooks generated from the host images to 

achieve the goal of fault-tolerance; and the second one is a progressive image sharing 

whose best recovery level can be lossless. The error correction method of secret 

image using SOC is proposed in Chapter 3. Then, Chapter 4 combines the techniques 

in Chapters 2 and 3, and presents some applications of the SOC-images. 

    Notably, in the first section of Chapter 2, to achieve the goal of fault-tolerance, 

the code indices of the secret image are shared using an (r, n) threshold scheme. The 

other component of the VQ system – the codebooks, which are calculated from the 

host images, are operated using some exclusive-OR operations to generate the mixed 

information. During the recovery phase, the user can recover the secret image using 

any r shadows. This method improved the drawback of the ordinary method (no 

fault-tolerance) at the cheap overhead of some simple logic operations. Thus, rn −  

shadows can be lost since the secret image can still be recovered using the other r 

shadows. It is also preserves another characteristic of the (r, n) threshold scheme that 

insufficient number of the shadows reveals nothing about the secret image. Because 

of the use of VQ, the secret image is compressed to code indices, and thus easier to be 

hidden than the non-compressed one. The quality of the recovered image is the same 

as the one of the ordinary VQ. In the second part of Chapter 2, a lossless progressive 
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image sharing method is proposed. By calculating and sharing the code indices of the 

image and the difference, the user can recover image versions of different qualities 

according to the number of the received shadows. Due to the character of (r, n) 

sharing scheme, the user also need not to care about the receiving order of the 

shadows. Being progressive, there are some benefits of this method (as compared with 

the progressive sharing method proposed in [15]):  

(1) Fast and easy decoding– Since the recovered data are code indices and the 

only thing must be done is look up the codewords in the codebooks and fill 

them to the image. 

(2) The adjustment of the threshold is easy – the user only need to adjust the r in 

the (r, n) system to achieve the threshold scheme. 

(3) Lossless – This method provides lossless recovery if the user collect enough 

number (not less than the last threshold of) shadows. 

    The secret image error correction using SOC is proposed in Chapter 3. The 

SOC-image is generated. Then, at the recovery of the shared secret image, if the 

recovered image is damaged, the user can improve its quality using the SOC-image. 

There are three reasons why the technique of SOC-image is much better than 

duplicating the original secret image: 

(1) The SOC-image reveals nothing about the secret image. The SOC-image is 

only useful when it is combined with the recovered secret image (damaged or 

not). 

(2) If the secret image is destructed after sharing, then there is no other way to 

get the secret except retrieving it from the shadows. If the shadows contain 

error, then SOC-images can be used to improve image quality. 

(3) If people want to duplicate the secret image to avoid the possible crash of the 

secret image, then the risk that the secret image is stolen also increases. 
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The advanced version of the SOC-image provides two flexible ways to correct the 

damaged image. According to the availability of the hash table, the user can use two 

different ways to improve the quality of the damaged image. The experimental results 

showed that both two ways are useful in the correction. 

    In Chapter 4, the applications of the SOC-image are introduced. Firstly, we 

combine the SOC-image and the fault-tolerant sharing proposed in Chapter 2. The 

experiment shows that the SOC-image is not only useful with normal image, but also 

useful in VQ system. The character of the SOC-image (the distribution of the values 

in the SOC-image) provides an efficient way to decrease its size easily by a lossless 

compression method, too. The SOC-image technique can also improve the recovery 

quality of the progressive sharing introduced in Section 2.3. 

 

5.2 Future Works 

    Some extensions of the proposed method are shown below: 

1. In the fault-tolerant sharing system introduced in Section 2.2, the 

mixed information of the codebooks was calculated using the 

exclusive-OR operations. The operations are set arbitrarily as long as 

the mixed information can achieve the threshold scheme. Thus we can 

develop a system that other operation are applied in the new (r, n) 

threshold scheme. Then the user can just refer to this system and does 

not need to design the mixed information generated scheme before 

sharing. 

2. About the progressive image sharing, we can apply weight sharing to it. 

That is, the recovered details are different using different shadows. 

Some shadows may recover a better quality of the secret image than 
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another other set of shadows do, even if the numbers of shadows are 

the same. Receiving the light-weight shadow can recover the secret 

image in a not-so-good quality, while receiving the heavy-weight 

shadows can recover a better quality of the secret image. It will 

provide an additional feature that the manager can get a good quality 

recovered image and the staffer only recovers a rough one. 

3. We can develop another scheme to increase the recovery ability of the 

basic version of the SOC-image. Although the experiments showed 

that the SOC-image indeed improved the quality of the damaged image, 

there is still some room to repair the damaged image to a better one. 

Besides, if the image is damaged too much, the repairing ability of the 

basic SOC-image becomes not good. This is a drawback can be 

addressed. People may also increase the fault-tolerance level of the 

SOC-image so that even if the SOC-image is damaged, it still can 

correct the error. 
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