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Elaborating on the merits of proxy signature schemes and convertible authenticated encryption (CAE)
schemes, we adopt self-certified public key systems to construct efficient proxy CAE schemes enabling
an authorized proxy signer to generate an authenticated ciphertext on behalf of the original signer. To
satisfy the requirement of confidentiality, only the designated recipient is capable of decrypting the
ciphertext and verifying the proxy signature. A significant advantage of the proposed schemes is that
the proxy signature conversion process takes no extra cost, i.e., when the case of a later dispute over
repudiation occurs, the designated recipient can easily reveal the ordinary proxy signature for the public
arbitration. If needed, the designated recipient can also convince anyone that he is the real recipient. In
addition, integrating with self-certified public key systems, our schemes can earn more computational
efficiency, since authenticating the public key and verifying the proxy signature can be simultaneously
carried out within one-step.

� 2009 Elsevier Inc. All rights reserved.
1. Introduction

With the coming of digital world and the rapid development of
Internet, the security of on-line transactions has become increas-
ingly important. It is believed that cryptographic techniques can
effectively assure the network security. In 1976, Diffie and Hellman
(1976) proposed the first public key cryptosystem based on the
discrete logarithm problem (DLP) (Delfs and Knebl, 2002; Menezes
et al., 1997). Since then, public key systems have been extensively
studied and adopted in lots of applications. In the system, every
user first picks a self-chosen private key and then computes the
corresponding public one which is made public and thus accessible
to anyone. A critical issue for using the public key is to first
authenticate it so as to prevent the notorious public key substitu-
tion attacks. A public key certificate issued by the certificate
authority such as X.509 (ISO/IEC 9594-8, 2001) is a commonly ap-
plied countermeasure to withstand the attack. However, it also im-
poses additional burdens on the communication and computation
for transmitting and verifying the certificate.

In 1984, Shamir (1984) introduced the identity-based concept
and proposed the so-called ID-based public key cryptosystem. In
such system, each user’s public key is explicitly verified seeing that
the identifier of each user is straightly his public key. In relation to
each user’s private key, the System Authority (SA) is responsible for
computing it with a trapdoor one-way hash function. Without the
trapdoor information, no one can manipulate the function. It thus
ll rights reserved.

in).
can be seen that the ID-based system places much importance
on the SA and it has to be trusted, or else it can impersonate any
legitimate user by deriving his private key without being detected.

In 1991, Girault (1991) addressed a novel cryptosystem named
self-certified public key system to deal with the issue of public key
genuineness. For registration, each user first sends his computed
partial information of private key to the SA who in turn computes
and returns the key pairs of each user. Generally speaking, the self-
certified public key system has the following advantages: (i) No
public key certificate is needed, since authenticating the public
key can be combined with the subsequent cryptographic opera-
tions such as the signature verification, (ii) as compared with ID-
based one, this system allows each user to freely choose his private
key and (iii) the SA cannot easily impersonate any legitimate user
without knowing their original partial information of private keys.
One can see that the self-certified public key system is a better
alternative to implement cryptographic schemes for strengthening
the application security and saving more communication over-
heads and computation efforts.

To provide some specific applications with both authenticity
and confidentiality such as the credit card transaction, the contract
signing and the delivery of military documents, in 1994, Horster
et al. (1994) proposed an authenticated encryption (AE) scheme.
Such scheme allows a signer to generate an authenticated cipher-
text and only the designated recipient has the ability to decrypt the
ciphertext and verify the embedded signature. By using the desig-
nated recipient’s public key as a vital parameter in the singing pro-
cess, the signer can prevent anyone other than the person who has
the knowledge of the corresponding private key from verifying the
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signature. As compared with the traditional two-step approach,
i.e., first sign then encrypt, an AE scheme greatly improves the
computational efficiency. Nevertheless, a dishonest signer might
repudiate his generated signature and it is even hard for an arbitra-
tor to judge for that only the designated recipient has the ability to
verify the signer’s signature. To eliminate the weakness, Araki et al.
(1999) proposed a convertible limited verifier signature scheme.
Yet, their scheme is costly and might be unworkable if the signer
is unwilling to cooperate with. Besides, Zhang and Kim (2003) also
found out that Araki et al.’s scheme could not withstand a universal
forgery attack on an arbitrary chosen-message. In 2002, Wu and
Hsu (2002) proposed a convertible authenticated encryption
(CAE) scheme. A CAE scheme equips the designated recipient with
the ability to solely convert the authenticated ciphertext into an
ordinary signature for the public verification in case of a later dis-
pute over repudiation. Later on, Huang and Chang (2003) also
introduced another variant of CAE schemes. Unfortunately, Lv
et al. (2005) pointed out that both of their schemes have the same
security weakness with regard to the message confidentiality.

For facilitating the operation of proxy delegation in an organiza-
tion, Mambo et al. (1996a,b) proposed the proxy signature schemes
enabling an original signer to authorize his signing power to a
proxy signer such that the proxy signer can generate a valid proxy
signature on behalf of the original one. In general, the proxy dele-
gation can be categorized into the following sorts:

(i) Full delegation (Mambo et al., 1996a,b): The proxy signer is
given the proxy signing key which is exactly the private
key of the original signer.

(ii) Partial delegation (Mambo et al., 1996a,b): The original
signer further computes a proxy signing key from his own
private key. Note that even with this proxy signing key,
the proxy signer cannot successfully derive the original sign-
er’s private key.

(iii) Delegation by warrant (Neuman, 1993; Varadharajan et al.,
1991): To delegate his signing power to the proxy signer,
the original signer issues a warrant consisting of the infor-
mation about the period of validity and the identifiers of
the original and the proxy signers, etc.

(iv) Partial delegation with warrant (Kim et al., 1997): It combines
partial delegation and delegation by warrant. A major
advantage of the way is that certifying the warrant and ver-
ifying the signature can be simultaneously performed within
one procedure.

In this paper, we adopt self-certified public key systems to con-
struct novel proxy CAE schemes using partial delegation with war-
rant. The proposed schemes further provide traditional CAE
schemes with the property of proxy delegation. Without any public
key certificate, the designated recipient can authenticate the origi-
nal and the proxy signers’ public keys and verify the proxy signa-
ture within one single logical step simultaneously, which benefits
to reducing the computational cost. Moreover, there is not any ex-
tra communication or computation overhead for the designated re-
cipient to obtain the ordinary proxy signature in the proxy
signature conversion phase.

The rest of this paper is organized as follows. We present our
schemes in Section 2. The comparisons and security analyses will
be discussed in Section 3. Finally, a conclusion is given in Section 4.

2. Self-certified proxy CAE schemes

In this section, we present the proposed schemes over a Galois
field (Birkhoff and Mac Lane, 1996). Our schemes can be divided
into five phases: the user registration, the proxy credential
generation, the proxy signature generation and verification, the
proxy signature conversion and the recipient proof phases. In the
user registration phase, each user first makes a registration to
the SA for joining the system. Then the original signer can delegate
his signing power to the proxy signer in the proxy credential gen-
eration phase. After that, in the proxy signature generation and
verification phase, the proxy signer generates an authenticated
ciphertext such that only the designated recipient can decrypt
the ciphertext and verify the proxy signature. When the case of a
later repudiation dispute occurs, the designated recipient reveals
the converted proxy signature in the proxy signature conversion
phase. If needed, the designated recipient can also prove himself
as the real recipient in the recipient proof phase. Fig. 1 depicts
the involved parties and the communication flow of the proposed
schemes.

Initially, the system determines the following public
information:

� p, q: two large primes satisfying that q|(p � 1);
� g: a generator of order q over the finite field GF(p);
� h(�): a secure one-way hash function which accepts input of any

length and generates a fixed length output;
� c: the SA’s private key c 2 Z�q;
� b: the SA’s public key computed as
b ¼ gc mod p: ð1Þ
All the above parameters are made public except for the SA’s private
key c. Details of each phase are described below:

The user registration phase

To join the system, each user Ui associated with the identifier IDi

has to perform the following interactive steps with the SA to obtain
his key pair:

Step 1 Ui first chooses an integer ti 2 Z�q to compute
hðti ;IDiÞ
v i ¼ g mod p; ð2Þ

and then delivers (vi, IDi) to the SA.

Step 2 Upon receiving (vi, IDi), the SA chooses zi 2 Z�q to compute
�1 zi
yi ¼ v ihðIDiÞ g mod p; ð3Þ
wi ¼ zi þ hðyi; IDiÞc mod q; ð4Þ

and sends (yi, wi) back to Ui.
Fig. 1. Illustration of the proposed proxy CAE schemes.
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stems and Software 82 (2009) 974–980
Step 3 Ui computes his private key xi as

Equations to generate signature s.
x ¼ w þ hðt ; ID Þ mod q; ð5Þ
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I s ¼ kðxp þ rÞhðr2; TÞ mod q ð13:aÞ

II s ¼ kð1þ ðxp þ rÞhðr2; TÞÞ�1 mod q ð13:bÞ

III s ¼ kðxp þ rÞ�1hðr2; TÞðxp þ rÞ�1 mod q ð13:cÞ

IV s ¼ k�1 hðr2; TÞ þ k�1ðxp þ rÞ mod q ð13:dÞ

V s ¼ khðr2; TÞðxp þ rÞ mod q ð13:eÞ

VI s ¼ kðxp þ rÞ�1hðr2; TÞðxp þ rÞ�1 mod q ð13:fÞ
i i i i

and then ensures its validity by checking

bhðyi ;IDiÞhðIDiÞyi¼
? gxi ðmod pÞ: ð6Þ

If it holds, Ui accepts (xi,yi) as his private–public key pair. The cor-
rectness of Eq. (6) can be easily confirmed as Theorem 1, which also
validates the authenticity of yi with respect to xi.

Theorem 1. A valid key pair (xi, yi) can pass the test of Eq. (6).

Proof. From the left-hand side of Eq. (6), we have

bhðyi ;IDiÞhðIDiÞyi ¼ bhðyi ;IDiÞv igzi ðby Eq:ð3ÞÞ
¼ v igziþhðyi ;IDiÞc ðby Eq:ð1ÞÞ
¼ ghðti ;IDiÞgziþhðyi ;IDiÞc ðby Eq:ð2ÞÞ
¼ ghðti ;IDiÞþwi ðby Eq:ð4ÞÞ
¼ gxi ðmod PÞ ðby Eq:ð5ÞÞ

which equals to the right-hand side of Eq. (6). h

The proxy credential generation phase: Let Uo be the original
user delegating his signing power to the proxy signer Up. Uo distrib-
utes the proxy credential to Up with the following steps:

Step 1 Uo first chooses an integer t2RZ�q to compute
T ¼ gt mod p; ð7Þ
r ¼ xo þ tðhðmw; TÞÞ mod q; ð8Þ

and then sends (r,mw,T) to Up where mw is the warrant consist-
ing of the identifiers of the original and proxy signers, the dele-
gation duration and so on.

Step 2 Upon receiving (r,mw,T), Up verifies
gr ¼ bhðyo ;IDoÞhðIDoÞyoThðmw ;TÞðmod pÞ ð9Þ

If it holds, Up proceeds to the next step; else, (r,mw,T) is re-
quested to be sent again.

Theorem 2. The verification of Eq. (9) works correctly.

Proof. By raising both sides of Eq. (8) to exponent with base g, we
have

gr ¼ gxoþthðmw ;TÞ

¼ bhðyo ;IDoÞhðIDoÞyogthðmw ;TÞ ðby Eq:ð6ÞÞ
¼ bhðyo ;IDoÞhðIDoÞyoThðmw ;TÞðmod pÞ ðby Eq:ð7ÞÞ

which implies Eq. (9). h

The proxy signature generation and verification phase: For
signing the message m on behalf of the original signer Uo, Up ran-
domly chooses an integer k 2 Z�q to compute

C ¼ ðbhðyv ;IDv ÞhðIDvÞyvÞ
k mod p; ð10Þ

r1 ¼ mðhðCÞÞ�1 mod p; ð11Þ
r2 ¼ hðm;hðgk mod pÞ;CÞ mod q; ð12Þ

Up then compute s as Eq. (13.*) in Table 1, where ‘*’ represents one
letter of ‘a’ to ‘f’. Each equation is a secure combination of five
parameters k, xp, r, r2 and T. Here, (mw, r1, r2, s, T) is the proxy sig-
nature which is sent to the designated recipient Uv. Upon receiving
it, Uv first computes K and C from Eq. (14.*) of Table 2 and Eq. (15),
respectively. Note that the computation of K depends on the gener-
ation of s, e.g., generating s with Eq. (13.a) implies deriving K with
Eq. (14. a).
C ¼ Kxv mod p: ð15Þ

Uv then recovers the message m as

m ¼ hðCÞr1 mod p; ð16Þ

and checks the redundancy embedded in m. Uv can further verify
the proxy signature (mw, r1, r2, s, T) by checking

r2 ¼ hðm; hðKÞ;CÞ mod q: ð17Þ

Take scheme I (with s and K separately computed as Eqs. (13.a) and
(14. a)) as an example. We demonstrate that Eqs. (16) and (17) work
correctly as the proofs of Theorems 3 and 4, respectively. The cor-
rectness of the other schemes can be assured with the similar way.

Theorem 3. With the proxy signature (mw, r1, r2, s, T), the designated
recipient Uv can recover the message m and check its validity with Eq.
(16).

Proof. From the right-hand side of Eq. (16), we have

hðCÞr1 ¼ hðKxv mod pÞr1 ðby Eq:ð15ÞÞ
¼ hððgsðbhðyo ;IDoÞþhðyp ;IDpÞhðIDoÞhðIDpÞyoypThðmw ;TÞÞhðr2 ;TÞÞxv

mod pÞr1 ðby Eq:ð14ÞÞ
¼ hððgsþðxpþrÞhðr2 ;TÞÞxv mod pÞr1 ðby Eq:ð9Þ and ð6ÞÞ
¼ hððgkÞxv mod pÞr1 ðby Eq:ð13ÞÞ
¼ hððbhðyv ;IDv ÞhðIDvÞyvÞ

k mod pÞr1 ðby Eq:ð6ÞÞ
¼ hðCÞr1 ðby Eq:ð10ÞÞ
¼ mðmod pÞ ðby Eq:ð11ÞÞ

which leads to the left-hand side of Eq. (16). h

Theorem 4. If the proxy signature (mw, r1, r2, s, T) is correctly gener-
ated, it will pass the test of Eq. (17).

Proof. From the right-hand side of Eq. (17), we have

hðm;hðKÞ; CÞ
¼ hðm; hðKÞ;Kxv mod pÞ ðby Eq:ð15ÞÞ
¼ hðm; hðgsðbhðyo ;IDoÞþhðyp ;IDpÞhðIDoÞhðIDpÞyoypThðmw ;TÞÞhðr2 ;TÞ

mod pÞ; ðgsðbhðyo ;IDoÞþhðyp ;IDpÞhðIDoÞhðIDpÞyoypThðmw ;TÞÞhðr2 ;TÞ

mod pÞxv mod pÞ ðby Eq:ð14ÞÞ
¼ hðm; hðgsþðxpþrÞhðr2 ;TÞ mod pÞ; gðsþðxpþrÞhðr2 ;TÞÞxv

mod pÞ ðby Eqs:ð9Þ and ð6ÞÞ
¼ hðm; hðgk mod pÞ; gkxv mod pÞ ðby Eq:ð13ÞÞ
¼ hðm; hðgk mod pÞ;CÞ ðby Eqs:ð10Þ and ð6ÞÞ
¼ r2ðmod qÞ ðby Eq:ð12ÞÞ ðby Eq:ð1ÞÞ

which leads to the left-hand side of Eq. (17). h

The proxy signature conversion phase: When the case of a later
dispute over repudiation occurs, the designated recipient Uv can
reveal the converted proxy signature (mw, r2, s, C, T) and the origi-



Table 2
Equations to compute K.

I K ¼ gsðbhðyo ;IDoÞþhðyp ;IDpÞhðIDoÞhðIDpÞyoypThðmw ;TÞÞhðr2 ;TÞ mod p ð14:aÞ

II K ¼ gsðbhðyo ;IDoÞþhðyp ;IDpÞhðIDoÞhðIDpÞyoypThðmw ;TÞÞshðr2 ;TÞ mod p ð14:bÞ

III K ¼ ðgðbhðyo ;IDoÞþhðyp ;IDpÞhðIDoÞhðIDpÞyoypThðmw ;TÞÞsÞhðr2 ;TÞ�1

mod p ð14:cÞ

IV K ¼ ðghðr2 ;TÞðbhðyo ;IDoÞþhðyp ;IDpÞhðIDoÞhðIDpÞyoypThðmw ;TÞÞÞs
�1

mod p ð14:dÞ

V K ¼ ðgsðbhðyo ;IDoÞþhðyp ;IDpÞhðIDoÞhðIDpÞyoypThðmw ;TÞÞÞhðr2 ;TÞ�1

mod p ð14:eÞ

VI K ¼ ghðr2 ;TÞðbhðyo ;IDoÞþhðyp ;IDpÞhðIDoÞhðIDpÞyoypThðmw ;TÞÞs mod p ð14:fÞ
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nal message m to prove the proxy signer’s dishonesty without ex-
tra computation efforts or communication overheads. Thus, any-
one can verify the converted proxy signature with the assistance
of Eqs. (14.*) and (17).

The recipient proof stage: For convincing someone, say, Uc, that
he is the real recipient, the recipient Uv can perform the following
interactive steps with Uc:

Step 1 Uv sends (mw, r2, s, C, T) and m to Uc.
Step 2 Uc first computes K with the corresponding Eq. (14.*) and

then checks the signature’s validity with Eq. (17). If it holds,
Uc proceeds to the next step; otherwise, the protocol is
terminated.

Step 3 Uc randomly chooses an integer e to compute E = Ke mod p
and then transmits E to Uv.

Step 4 Upon receiving E, Uv computes W ¼ Exv mod p and returns
it to Uc.

Step 5 Uc computes W0 = Ce mod p and checks whether W = W0. If it
holds, Uc is convinced that Uv is the designated recipient.
3. Security analyses

In this section, we first define some security notions with re-
spect to self-certified proxy CAE schemes and then give security
proofs, comparisons and the performance evaluation of our pro-
posed schemes.

3.1. Security notions

To facilitate the following proofs, we regenerate algorithms of
UR, PCG, PSiG/V, PSC and RP from the five phases of our proposed
scheme I. The security notions of message confidentiality and
unforgeability with respect to self-certified proxy CAE schemes
are defined below.

3.1.1. Message confidentiality
A self-certified proxy CAE scheme can fulfill the security

requirement of message confidentiality if the authenticated
ciphertext is indistinguishable under chosen ciphertext attacks.
We define a security model for indistinguishability of the authen-
ticated ciphertext under chosen ciphertext attacks. In this model,
the adversary attempts to decrypt a target ciphertext of the desig-
nated recipient.

Definition 1. A self-certified proxy CAE scheme is said to be
semantically secure against chosen ciphertext attacks if there exits
no polynomial-time adversary with a non-negligible advantage in
the following game:

Setup: A challenger C first generates necessary system param-
eters and then obtains key pairs of one original signer Uo and one
proxy signer Up by the UR algorithm. System parameters and the
public keys of Uo and Up are given to an adversary A. Upon receiv-
ing these parameters, the adversary A determines one designated
recipient U�m. The recipient U�m’s public key y�m can be acquired from
the UR algorithm, but the corresponding private key x�m is unknown
to A.

Phase 1: The adversary A can issue several kinds of queries
adaptively:

– PCG queries: The adversary A sends a PCG query for Uo and Up

to the challenger C. The adversary will be given the result of
PCG(mw,xo) by C.

– PSiG/V queries: The adversary A can query either PSiG or PSiV.
In the PSiG queries, the adversary A produces a message m
with respect to Uo, Up and U�m and sends it to the challenger
C which then returns the result of PSiG(m,mw,r,xp,y�m) to A.
In the PSiV queries, the adversary A produces an authenticated
ciphertext d = (mw,r1,r2,s,T) and requests the result of
PSiV(d,mw,yo,yp,x�m) with respect to Uo, Up and U�m from the chal-
lenger C. If the recovered message is consistent with the redun-
dancy check and its corresponding signature is valid, C

responses the message; Otherwise, the \ symbol is returned
as a result.

– PSC queries: The adversary A produces an authenticated cipher-
text d = (mw,r1,r2,s,T) and requests the result of PSC(d,mw,
yo,yp,x�m) with respect to Uo, Up and U�m from the challenger C. If
the result (mw,r2,s,C,T) is a valid converted signature for the
message m with suitable redundancy, C responses the result;
Otherwise, the \ symbol is returned as a result.

– RP queries: The adversary A produces an authenticated cipher-
text d = (mw,r1,r2,s,T) and requests the result of RP(d,mw,
yo,yp,x�m) with respect to Uo and Up from the challenger C. If U�m
is the designated recipient, C responses the symbol 1; Other-
wise, the \ symbol is returned as a result.

Challenge: The adversary A produces two messages, m0 and
m1, of the same length. The challenger C flips a coin k {0,1}
and generates an authenticated ciphertext d* = PSiG(mk,mw,r,
xp,y�m) which is then delivered to A as a target challenge.

Phase 2: The adversary A can issue new queries as those in
Phase 1, except that the PSiV or PSC query for the target challenge
d* is prohibited.

Guess: At the end of the game, A outputs a bit k0. The adversary
A wins this game if k0 = k. We define A’s advantage as Adv
(A) = Pr[k0 = k] � 1/2.

3.1.2. Unforgeability
A cryptographic scheme satisfies the security requirement of

unforgeability if it is secure against chosen-message attacks. We
define a model for unforgeability of self-certified proxy CAE
scheme against chosen-message attacks. In this model, the adver-
sary attempts to forge a valid signature of one target message.

Definition 2. A self-certified proxy CAE scheme is said to achieve
existential unforgeability against chosen-message attacks if there
exists no polynomial-time adversary with a non-negligible advan-
tage in the following game:

Setup: A challenger C first generates necessary system param-
eters, and then obtains key pairs of an original signer Uo and a
proxy signer Up, and a designated recipient U0v ’s key pair (xv,yv)
by the UR algorithm. The challenger C then gives the forger F sys-
tem parameters, public keys of Uo, Up and Uv.

Attack: The forger F issues the same queries as those in Phase
1 of Definition 1.

Forgery: Finally, F produces an authenticated ciphertext d*.
The forger F wins if d* can be converted into a valid signature
(mw,r�2,s*,C*,T) for some message m* with redundancy by the des-
ignated recipient. Note that it is not allowed to issue a PSiG query
for m*.
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3.2. Security proof

The mathematical assumption of our schemes is the discrete
logarithm problem (DLP) (Delfs and Knebl, 2002; Diffie and Hell-
man, 1976; Menezes et al., 1997) as well as the security of Ny-
berg–Rueppel signature schemes (Nyberg and Rueppel, 1993,
1994). For the details of Nyberg–Rueppel signature schemes, inter-
ested readers can refer to (Nyberg and Rueppel, 1993, 1994). The
definitions of DLP are restated below:

Definition 3 (discrete logarithm problem; DLP). Let (p, q) be two
large primes satisfying that q|p � 1 and g a generator of order q
over GF(p). The discrete logarithm problem is, given an instance
(y,p,q,g) for some y 2 Z�p, to derive x 2 Zq such that y = gx modp.
Here, we denote the discrete logarithm x = Logp,q,g(y).

Definition 4 (discrete logarithm assumption). Let Ik = {(p,q,g) e
I||p| = k} with k e N, where I is the universe of all instances and
|p| represents the bit-length of p. For every probabilistic polyno-
mial-time algorithm S, every positive polynomial P(�) and all suf-
ficiently large k, the algorithm S can solve the DLP with an
advantage at most 1

PðkÞ, i.e.,

Pr½Sðy;p; q; gÞ ¼ Logp;q;gðyÞ; ðp; q; gÞ 
u

Ik; y 
u

Z�p� 6
1

PðkÞ :

Note that ‘‘ u ” denotes uniformly and independently selected.
The probability is taken over the uniformly and independently
chosen instance with a given security parameter k and over the
random choices of S.

Instead of separate discussions, we only take the scheme I as an
instance for the following proofs. One can see that the proposed
schemes (I–VI) have their different equations to generate s and K.
Interested readers can replace the corresponding equations and
follow the construction to prove other schemes with similar ways.
Theorems 5 and 6 prove that the proposed scheme achieves the
security requirements of confidentiality and unforgeability,
respectively.

Theorem 5. The proposed self-certified proxy CAE scheme is (t, e)-
secure against chosen ciphertext attacks if there exists no polynomial-
time algorithm b1 that can (t1, e1)-break the DLP.

Proof. Suppose that A is a (t, e)-algorithm that breaks the self-cer-
tified proxy CAE scheme under the chosen ciphertext attack, where
t denotes the running time and e the probability that A succeeds.
We will show that we can use A to construct a (t1, e1)-algorithm b1

that solves the DLP in time t1 with the probability e1. The algorithm
b1 is said to (t1, e1)-break the DLP. Let (g, ga mod p) be a random
instance of the DLP. The objective of the algorithm b1 is to derive
a. In this proof, b1 simulates challenger C in the game of Definition
1. In the meantime, A adaptively issues queries as those defined in
the game of Definition 1. h
– PCG queries: When A issues a PCG query for Uo and Up, the algo-
�
rithm b1 first randomly chooses an integers t2RZq to compute

T = gt mod p and r = xo + t(h(mw, T)) mod q. (r, mw, T) is then
returned as the result of PCG query for Uo and Up.

– PSiG queries: When A issues a PSiG query on a message m, b1

first randomly chooses an integer k 2 Z�q and computes
C ¼ ðbhðy�v ;IDv ÞhðIDvÞy�v Þ

k mod p. Then, b1 computes r1 = mh(C)�1

mod p, r2 = h(m, h(gk mod p), C) mod q, and s = k � (xp + r)h(r2,
T) mod q. Here, (mw, r1, r2, s, T) is the authenticated ciphertext
d which is returned as the result of the PSiG on the message m.

– PSiV queries: When A issues a PSiV query on an authenticated
ciphertext d = (mw, r1, r2, s, T), b1 first computes K ¼
gsðbhðyo ;IDoÞþhðyp ;IDpÞhðIDoÞhðIDpÞyoypThðmw ;TÞÞhðr2 ;TÞ mod p and C ¼
Kx�v mod p. Then, b1 recovers m = h(C)r1 mod p. If the recovered
m is consistent with the redundancy check and the equality of
r2 = h(m, h(K), C) mod q holds, b1 outputs m; otherwise, the \
symbol is returned as a result.

– PSC queries: When A issues a PSC query on an authenticated
ciphertext d = (mw, r1, r2, s, T), the algorithm b1 first computes
K ¼ gsðbhðyo ;IDoÞþhðyp ;IDpÞhðIDoÞhðIDpÞyoypThðmw ;TÞÞhðr2 ;TÞ mod p and
C ¼ Kx�v mod p. Then, b1 recovers m = h(C)r1 mod p. If the result
(mw, r2, s, C, T) satisfies r2 = h(m, h(K), C) mod q, outputs the
result; Otherwise, the \ symbol is returned as result.

– RP queries: When A issues a RP query on an authenticated
ciphertext d = (mw, r1, r2, s, T), b1 first performs the same steps
as those in PSC queries, and then chooses an integer e to com-
pute E = Ke mod p, W = Exv � mod p, and W0 = Ce mod p. If
W = W0, b1 outputs the symbol 1 as the result. Otherwise, the
\ symbol is returned as result.

Challenge: The adversaryA generates two messages, m0 and m1,
of the same length. The challenger b1 flips a coin k {0, 1} and com-
putes an authenticated ciphertext d* = PSiG(mk,mw, r,xp,y�m). The
algorithm b1 first randomly chooses an integer Z 2 Z�q and computes
C� ¼ ðbhðy�v ;IDv ÞhðIDv Þy�v Þ

Z mod p. Then, b1 computes r�1 ¼ mkhðC�Þ�1

mod p, r�2 ¼ hðmk, h(ga mod p), C*) mod q, and s* = Z � (xp + r)h
(r�2; T) mod q. The authenticated ciphertext d* = (mw, r�1; r

�
2, s*, T) is

sent to A as the target challenge. If Z = a, then d* is indeed a random
PSiG of mk. If Z is a random integer and does not equal to a, then r�1
and s* are random elements. Therefore, d* is independent of k.

Phase 2: The adversary A issues new queries as those in Phase
1. It is not allowed to make a PSiG or PSC query for the target chal-
lenge d*.

Analysis: Consider the case when Z = a, the distribution of the
adversaryA’s view in the simulation is identical to thatA is playing
the game with C. Consequently, Prb1 ½Succ� ¼ PrA½Succ� � 1=2, where
PrA[Succ] stands for the probability that A succeeds. When Z is uni-
formly distributed in Z�q, the adversary A has no information about
the value of k and hence the probability of k0 = k is at most 1/2. There-
fore, we conclude that Prb1 ½Succ�¼e1 PPrA½Succ�� 1=2¼e�1=2.

Remark 1. Note that the result in Theorem 5 also proved the
computational secrecy of the proposed scheme. Any adversary who
has the ability to guess the right message candidate for a given
ciphertext with the probability greater than 1/2 can win the
simulation game and then construct the algorithm b1 to solve the
DLP. In other words, on condition that the discrete logarithm
assumption is intractable, we can claim that the proposed scheme
is secure against the chosen ciphertext attack.

Theorem 6. The proposed self-certified proxy CAE scheme is (t, e)-
secure against existential forgery under chosen plaintext attacks if
there exists no polynomial-time algorithm b2 that can forge the
Nyberg–Rueppel signature in time t2 with the probability e2.

Proof. Suppose that F is a (t, e)-algorithm that breaks the self-cer-
tified proxy CAE scheme under chosen-message attacks in time t
with the probability e. We will construct a (t2, e2)-algorithm b2 that
forges the Nyberg–Rueppel signature in time t2 with the probabil-
ity e2 from the algorithm F. The objective of the algorithm b2 is to
derive a valid Nyberg–Rueppel signature. In this proof, b2 simulates
F’s challenger in the game of Definition 2 with the target proxy
signer Up’s public key y�p where bhðy�p ;IDpÞhðIDpÞy�p ¼ gx�p mod p. Then,
F adaptively issues the same queries as those defined in the game
of Definition 1. h

Forgery: The algorithm F generates an authenticated cipher-
text d� ¼ ðmw; r�1; r

�
2; s
�; TÞ for one target message m* under the pri-

vate key of the designated recipient. Note that d* is not obtained
from a PSiG query of ðm�;mw;r; x�p; yv Þ.



Table 4
Communication overheads of the proposed schemes.

Item Authenticated ciphertext Converted proxy signature

Parameters (mw, r1, r2, s, T) (mw, r2, s, C, T)
Bit-length 2|p| + 3|q| 2|p| + 3|q|

Table 5
Computation complexities of the proposed schemes.

Phase Computation complexities

User registration I–VI Ui 4Th + 2Tm + 3Te

SA 2Th + 3Tm + Te + Ti

Proxy credential generation I–VI Uo Th + Tm + Te

Up 3Th + 3Tm + 3Te

Proxy signature generation and verification I Up 6Th + 4Tm + 3Te + Ti

Uv 9Th + 7Tm + 5Te

II Up 6Th + 5Tm + 3Te + 2Ti
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Analysis: F outputs an authenticated ciphertext d* which can
be converted to the message m* and its corresponding signature
ðmw; r�2; s

�;C�; TÞ with a non-negligible probability. If ðmw; r�2; s
�;

C�; TÞ satisfies the signature verification equation r�2 ¼ hðm�;hðK�Þ;
C�Þ mod q with the probability e, then ðr�2; S

�Þ can be regarded as
a valid Nyberg–Rueppel signature of the message m* with respect
to the public key y�p. It can be seen that Prb2 ½Succ� is hence at least
PrF[Succ]. We conclude that Prb2 ½Succ� ¼ e2 P e.

Remark 2. Theorem 6 uses the notion of reducing the Nyberg–
Rueppel signature scheme to the proposed scheme. If an adversary
has the ability to forge a valid signature for a target plaintext of our
scheme, he can follow the similar construction to forge a valid
Nyberg–Rueppel signature. Hence, based on the security of
Nyberg–Rueppel signature scheme, we can claim that the proposed
scheme is secure against existential forgery under chosen plaintext
attacks.
Uv 9Th + 8Tm + 5Te

III Up 6Th + 5Tm + 3Te + 2Ti

Uv 9Th + 7Tm + 5Te + Ti

IV Up 6Th + 5Tm + 3Te + 2Ti

Uv 9Th + 7Tm + 5Te + Ti

V Up 6Th + 4Tm + 3Te + Ti

Uv 9Th + 7Tm + 5Te + Ti

VI Up 6Th + 5Tm + 3Te + 2Ti

Uv 9Th + 7Tm + 5Te

Proxy signature conversion I–VI Uv 0
Recipient proof I Uv Te

Uc 6Th + 6Tm + 6Te

II Uv Te

Uc 6Th + 7Tm + 6Te

III Uv Te

Uc 6Th + 6Tm + 6Te + Ti

IV Uv Te

Uc 6Th + 6Tm + 6Te + Ti

V Uv Te

Uc 6Th + 6Tm + 6Te + Ti

VI Uv Te

Uc 6Th + 6Tm + 6Te
3.3. Comparisons and the performance evaluation

Integrating with self-certified public systems, the proposed
proxy CAE schemes also inherit the merit that authenticating the
public key and verifying the signature can be simultaneously com-
bined into one logical procedure, which benefits to reduce the cost
for transmitting and verifying the public key certificate. The mes-
sage recovery property allows the designated recipient to recover
the original message from the received authenticated ciphertext,
which also helps more bandwidth saving. Besides, the proxy signa-
ture conversion is rather simple and takes no extra computation ef-
forts or communication overheads, because the converted proxy
signature will be derived during the proxy signature verification
process. In fact, the proposed schemes are the first models combing
the CAE scheme with self-certified public key systems and the con-
cept of proxy delegation. That is, the proposed schemes are totally
different from previously proposed ones. Consequently, we only
make the functionality comparison with some previous CAE
schemes including Araki et al.’s scheme (Araki et al., 1999) (AUI
for short), the Wu–Hsu scheme (Wu and Hsu, 2002) (WH for short),
the Huang–Chang scheme (Huang and Chang, 2003) (HC for short)
and Lv et al.’s scheme (Lv et al., 2005) (LWK for short). Then we will
evaluate the performance of our proposed schemes. Detailed com-
parisons are listed as Table 3. From this table, one can observe that
only Lv et al.’s scheme and the proposed ones achieve the require-
ment of computational secrecy. Although Lv et al.’s scheme sup-
plies almost as many functionalities as the proposed ones, their
scheme cannot deal with the issue of proxy delegation which is
considered to be an essential operation in an organization. There-
fore, we conclude that the proposed schemes provide better
functionalities.

To facilitate the reader with the performance evaluation, we de-
fine the following notations:
Table 3
Functionality comparisons of the proposed and other schemes.

Functionality Scheme

AUI WH HC LWK WL*

Message recovery O O O O O
Without public key certificate � � � O O
Proxy delegation � � � � O
Signature conversion O O O O O
No conversion cost � O O O O
Computational secrecy � � � O O
Recipient proof � � � O O

Remark: * WL stands for the proposed schemes.
|x|: the bit-length of an integer x;
Th: the time for performing a one-way hash function h;
Tm: the time for performing a modular multiplication

computation;
Ti: the time for performing a modular inverse computation;
Te: the time for performing a modular exponentiation

computation.

Note that the time for performing the modular addition/sub-
traction is ignored because it is negligible as compared to those
of performing other computations. The detailed evaluation with re-
spect to communication overheads and computation complexities
of the proposed schemes is shown as Tables 4 and 5, respectively.
From Table 4, one can find that the bit-length of authenticated
ciphertext is the same as that of converted proxy signature, i.e.,
2|p| + 3|q|. As to the computational complexities of the proposed
schemes, it can be seen from Table 5 that scheme I has the best
performance in terms of the total computation of entire protocol.
To be precise, when we only consider the complexities of proxy
signer, schemes I and V outperform the others. On the contrary,
if the complexities of designated recipient is concerned the most,
schemes I and IV are better alternatives.

4. Conclusions

This paper has presented efficient self-certified proxy convert-
ible authenticated encryption (CAE) schemes using partial delega-
tion with warrant. The proposed schemes allow the proxy signer to
generate a valid authenticated ciphertext on behalf of the original
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signer such that only the designated recipient is capable of recov-
ering the original message and verifying its corresponding proxy
signature. Preserving the merit of self-certified public key systems,
the proposed schemes do not have to transmit and verify the pub-
lic key certificate in advance, because authenticating the public key
and verifying the proxy signature can be combined within one sin-
gle procedure. Besides, the designated recipient is equipped with
the ability to prove himself as the real recipient and can easily re-
veal the ordinary proxy signature to anyone to show the signer’s
dishonesty when a later dispute over repudiation occurs. We also
demonstrate that the proposed schemes are computationally se-
cure on condition that the discrete logarithm assumption is
intractable.
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