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Abstract

A ðk; nÞ-threshold visual cryptography scheme is proposed to encode a secret image into n shadow images, where any

k or more of them can visually recover the secret image, but any k � 1 or fewer of them gain no information about it.

The decoding process of a visual cryptography scheme, which differs from traditional secret sharing, does not need

complicated cryptographic mechanisms and computations. Instead, it can be decoded directly by the human visual

system. Previous efforts in this topic are almost restricted in processing binary images, which are insufficient for many

applications. In this paper, a new visual cryptography scheme suitable for gray-level images is proposed. Instead of

using gray subpixels directly to construct shares, a dithering technique is used first to convert a gray-level image into an

approximate binary image. Then existing visual cryptography schemes for binary images are applied to accomplish the

work of creating shares. The overall effect of the proposed method is the achievement of visual encryption and de-

cryption functions for gray-level images. Some comparisons with a previously proposed method are also made. Some

experimental results are shown to prove the feasibility of the proposed method. Finally, an application is mentioned to

show its practicability.

� 2002 Elsevier Science B.V. All rights reserved.

Keywords: Visual cryptography; Secret sharing; Watermarking; Dithering

1. Introduction

How to keep a secret is always an important

issue in many applications. Two major approaches

to this aim are information hiding and secret

sharing. A common method for information hid-

ing is to use the watermarking technique (Cox

et al., 2001; Katzenbeisser and Petitcolas, 2000;

Johnson et al., 2000). And a well-known technique

for secret sharing is the cryptography method

proposed by Shamir (1979). For sharing images,

Naor and Shamir proposed further the idea of
visual cryptography (Naor and Shamir, 1995) in

1994. Following their work, several extensions

have been proposed (Droste, 1996; Hofmeister

et al., 1997; De Bonis and De Santis, 2000). A

ðk; nÞ-threshold visual cryptography scheme is a
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method to encode a secret image into n shadow

images called shares, where any k or more of them

can be combined visually to recover the secret

image, but any k � 1 or fewer of them gain no

information about it. The visual recovery process

consists of xeroxing the shares onto transparen-
cies, and then stacking them to obtain a ‘‘decoded’’

image visually approximating the original secret

image. This basic model has been applied to many

applications, which include information hiding

(Naor and Shamir, 1995), general access structures

(Ateniese et al., 1996a,b), visual authentication

and identification (Naor and Pinkas, 1997), and so

on. Unfortunately, these applications are all re-
stricted to the use of binary images as input due to

the nature of the model. This drastically decreases

the applicability of visual cryptography because

binary images are usually restricted to represent

text-like messages. The characteristics of images

for showing object shapes, positions, and bright-

ness thus cannot be utilized. At the age of Internet,

data of image form gradually replace data of text
form. It is not sufficient that visual cryptography

schemes can only deal with binary images. Verheul

and van Tilborg (1997) first tried to extend visual

cryptography into gray-level images. The details of

their scheme will be described in Section 3. They

used the gray levels existing in original images to

form shares instead of using black and white val-

ues only. But in ordinary situations, their method
has the disadvantage of size increase in the de-

coded image. So in this paper, we propose a new

method suitable for sharing gray-level images. The

method utilizes the technique of digital image

halftoning first to transform a gray-level image

into an approximate binary image. Then the visual

cryptography scheme used for binary images is

applied. Some advantages of the proposed ap-
proach are that it can inherit any developed tech-

nique for binary images and that it results in less

increase of the image size.

The remainder of this paper is organized as

follows. In Section 2, we briefly review the ðk; nÞ-
threshold visual cryptography scheme for binary

images, which is the basis of our approach. In

Section 3, we introduce the method proposed
in (Verheul and van Tilborg, 1997) and analyze it.

In Section 4, the details of our approach based on

the image halftoning technique are described.

Some experimental results are shown in Section 5.

A possible application to prove the practicability

of our approach is proposed in Section 6. Finally,

some conclusions are given in Section 7.

2. Review of ðk; nÞ-threshold visual cryptography

We review the ðk; nÞ-threshold visual crypto-

graphy scheme proposed in (Naor and Shamir,

1995) for binary images first in this section. Before

an input image is encrypted into n shares with

each share being delivered to a participant in the
secret-sharing process, each pixel in the input

image is expanded into a group of subpixels (say,

including b ones) which are then assigned proper

values (0 for white and 1 for black) to yield cor-

responding shares. To do this, two sets of n� b
Boolean matrices, say denoted by C0 and C1 need

be selected properly and systematically. Each row

in each matrix in C0 or C1 represents the values
of a group of b subpixels in a share. To share a

white pixel in the input image, one of the matrices

in C0 is randomly chosen; and to share a black

pixel, one of the matrices in C1 is randomly cho-

sen. The n rows of each chosen matrix are dis-

tributed over the n participants, each receiving a

row. Let zðvÞ denote the number of zero-valued

elements in a vector v. A pair of C0 and C1 is
considered proper if the following three conditions

are all met:

(1) The result v of applying the ‘‘OR’’ operation to

any k of the n rows of any matrix in C0 satisfies

zðvÞP h, where h is a non-negative integer.

(2) The result v of applying ‘‘OR’’ to any k of the

n rows of any matrix in C1 satisfies zðvÞ6 l,
where l is another non-negative integers smal-

ler than h.

(3) For any q positive integers i1; i2; . . . ; iq with

q < k and i1 < i2 < � � � < iq 6 n, the two collec-

tions D0 and D1 of q� b matrices, which are

obtained respectively from C0 and C1 by re-

stricting each n� b matrix in C0 and C1 to

rows i1; i2; . . . ; iq, are indistinguishable in the
sense that they contain the same matrices with

the same frequencies.
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The third condition above has the previously

mentioned effect that any k � 1 or fewer of the

shares provide insufficient information for decrypt-

ing the original image. Sometimes, it is desired to

know the resulting ‘‘contrast’’ in the decoded

image, which is defined in (Naor and Shamir, 1995)
to be the value (h� l). The larger the value, the

better the contrast.

To clarify the usage of the ðk; nÞ-threshold
visual cryptography scheme, we demonstrate the

(2, 2)-threshold case by an example here. First,

define two matrices:

A0 ¼
1 0 1 0

1 0 1 0

� �
; A1 ¼

1 0 1 0

0 1 0 1

� �
;

and then select the two sets C0 and C1 mentioned

above to be:

C0 ¼ fall the matrices obtained by permuting

the columns of A0g;

C1 ¼ fall the matrices obtained by permuting

the columns of A1g:
It may be checked that C0 and C1 meet the three

conditions described above. Fig. 1(a) shows the

content of C0 and Fig. 1(b) that of C1. Doing

permutations can create more row patterns, all

with equal probabilities of appearance; and this

effect prevents the regularity of the patterns (e.g.,

the pattern 0101 implies black in the original

image) from being found out by an adversary. On

the other hand, no matter how the columns are
permuted, the result of stacking is consistent in

contrast. In this example, it can be seen from the

row contents of A0 and A1 that a decoded white pixel

will be composed of two white subpixels and two

black subpixels while a decoded black pixel will be

composed of four black subpixels. To encrypt a

white pixel in the original image, we take share1 to

be the first row of a matrix R0 randomly chosen
from C0 (i.e., we assign the subpixel values of

share1 to be the content of the first row of R0), and

share2 to be the second row of R0. The visual

patterns of the two shares are depicted in Fig. 2(a)

and (b). The result of stacking is shown in Fig.

2(c). Similarly, we choose R1 randomly in C1 to

encrypt a black pixel, and the corresponding two

shares and their stacking result are shown in Fig.
3. This completes the encryption of a pixel in the

input image, and the other pixels are processed in a

similar way. Fig. 4 shows additionally the result of

Fig. 1. C0 and C1 of an example of (2,2)-threshold visual

cryptography. (a) Matrices in C0 which are all the permutations

of A0, (b) matrices in C1 which are all the permutations of A1.

Fig. 2. The shares and decoded white pixel of the example of

(2,2)-threshold visual cryptography. (a) The visual pattern of

share1, (b) the visual pattern of share2, (c) decoding result of a

white pixel.

Fig. 3. The shares and decoded black pixel of the example of

(2,2)-threshold visual cryptography. (a) The visual pattern of

share1, (b) the visual pattern of share2, (c) decoding result of a

black pixel.

C.-C. Lin, W.-H. Tsai / Pattern Recognition Letters 24 (2003) 349–358 351



applying the previously described (2, 2)-threshold

visual cryptography scheme to an image.

The next case we want to demonstrate is an
example of (2,4)-threshold visual cryptography,

which is solved by choosing C0 and C1 respectively

as:

C0 ¼ fall the matrices obtained by permuting

the columns of A0g;

C1 ¼ fall the matrices obtained by permuting

the columns of A1g:

where

A0 ¼

1 0 0 0

1 0 0 0

1 0 0 0

1 0 0 0

0
BBB@

1
CCCA

and

A1 ¼

1 0 0 0

0 1 0 0

0 0 1 0

0 0 0 1

0
BBB@

1
CCCA:

By inspecting the contents of A0 and A1 we see

that any single share produced from a matrix Ri

either in C0 or C1 is a random choice of a case from

four ones, with each case corresponding to a row

in Ri and being with one black and three white
subpixels. Thus, the stacking result of any two

shares of a white pixel consists of one black and

three white subpixels, whereas the stacking re-

sult of any two shares of a black pixel consists of
two black and two white subpixels. The difference

between the two stacking results become clearer

as we stack additional shares. Detailed descrip-

tions of the process for constructing shares using

more general ðk; nÞ-threshold visual cryptography

schemes can be found in (Droste, 1996; Hofmeis-

ter et al., 1997; De Bonis and De Santis, 2000;

Ateniese et al., 1996a,b; Verheul and van Tilborg,
1997).

3. Survey of related works

Topics about visual cryptography for gray-

level images are seldom discussed. Verheul and

van Tilborg (1997) described a general method
for ðk; nÞ-threshold visual encryption of gray-level

images. We review their method briefly here. For

an image with c gray-levels, expand first a pixel

into b subpixels. Each subpixel may take one of the

gray levels of 0; 1; . . . ; c� 1. After all shares are

stacked, gray level i is revealed if corresponding

subpixels of all shares are of gray-level i; other-

wise, the level of ‘‘black’’ (with the smallest gray
level value) is revealed. As an illustration, we de-

scribe an example for the case of a (3,3)-threshold

scheme. If there are three gray levels, we construct

three collections of matrices belonging to gray

levels 0, 1, 2, respectively, in the following:

Fig. 4. An example of (2,2)-threshold visual cryptography applied to a real simple image. (a) The original image, (b) the share1, (c) the

share2, (d) the decoded image.
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C0 ¼ {all the matrices obtained by permuting the

columns of A0},

C1 ¼ {all the matrices obtained by permuting the

columns of A1},

C2 ¼ {all the matrices obtained by permuting the
columns of A2},

where

A0 ¼
0 0 0 1 1 1 2 2 2

0 1 2 0 1 2 0 1 2

0 1 2 1 2 0 2 0 1

0
B@

1
CA;

A1 ¼
0 0 0 1 1 1 2 2 2

0 1 2 0 1 2 0 1 2

2 0 1 0 1 2 1 2 0

0
B@

1
CA;

and

A2 ¼
0 0 0 1 1 1 2 2 2

0 1 2 0 1 2 0 1 2

1 2 0 2 0 1 0 1 2

0
B@

1
CA:

To encrypt a pixel of gray-level 0, we take

share1 to be the first row of a matrix R0 randomly

chosen in C0 share2 the second row of R0 and

share3 the third row of R0 The visual patterns of

the shares and their stacking result are depicted in

Fig. 5. We can see in the stacking result that the
subpixel of all these three shares at the top-left

corner is of gray-level 0 that is the original gray-

level value of the encoded pixel, while the gray-

level ‘‘black’’ appears in the other positions. The

encryption results of the other two gray levels can

be derived similarly.

It is easy to see that this scheme yields decoded

images with expanded sizes. More precisely, after

encrypting an image with c gray levels using

the ðk; nÞ-threshold visual cryptography scheme

proposed in (Verheul and van Tilborg, 1997), the

size increase as derived in (Verheul and van Til-

borg, 1997) is with a factor ck�1 at least when

cP n.

4. Proposed scheme

With the ðk; nÞ-threshold visual cryptography

scheme for binary images proposed in (Naor and

Shamir, 1995), the theoretical increase of size is

with a factor nk�1, which is comparatively smaller
than the scheme proposed by Verheul and van

Tilborg (1997) in ordinary situations with cP n.
Therefore, if we can convert first a gray-level

image into an approximate binary image with the

same size and then apply the scheme proposed in

(Naor and Shamir, 1995), we can get a smaller

increase in the image size than the Verheul and van

Tilborg scheme. Ordered dithering is a technique
satisfying this purpose. That is, it can be employed

to conduct fast and parallel transformation of a

gray-level image into an equal-sized binary one.

For this, we adopt in this study the space-fill-

ing curve ordered dithering (SFCOD) algorithm

(Zhang, 1998) that has the merit of keeping image

quality by determining dither thresholds along a

space-filling curve. Let I be an m� m gray image,
H the corresponding halftoned binary image,

Mðm;mÞ the map of a traversal-order number of

the pixels of the image I along a space-filling curve

over I (a simple example using Hilbert curve to

divide the pixels of a 4� 4 image into 16 classes is

shown in Fig. 6, where the numbers in the grid are

Fig. 5. The shares and decoded pixel with gray-level 0 of the example of (3; 3)-threshold visual cryptography. (a) The visual pattern of

share1, (b) the visual pattern of share2, (c) the visual pattern of share3, (d) decoding result of a pixel with gray-level 0.
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the traversal-order numbers), and B a space-filling

curve dither array (with the array contents being a

permutation of 0; 1; 2; . . . ; l� 1 where l is the array

length and is less than m). Then the SFCOD al-

gorithm can be described as a procedure in the

following.

PROCEDURE SFCODðMB; l; I ;HÞ
BEGIN

FOR i ¼ 0 TO m� 1 DO

FOR j ¼ 0 TO m� 1 DO
IF

Iði; jÞ=256P ðBðMði; jÞMOD lÞ þ 0:5Þ=l
THEN Hði; jÞ ¼ 1 ELSE Hði; jÞ ¼ 0;

END

This algorithm can be regarded to divide the

input image into non-overlapping blocks whose

size is
ffiffi
l

p
�

ffiffi
l

p
and assign each pixel a value equal

to the corresponding value of the traversal-order

number along the space-filling curve in the block.
Then the assigned value, say j, of each pixel is

taken to be the index of an element of the dither

array B, yielding a mapped value BðjÞ. Finally,

the mapped values are used as the thresholding

values to binarize the input gray-level image.

In short, we transform an input gray-level im-

age into an approximate binary image and apply

to it the visual cryptography scheme proposed in
(Naor and Shamir, 1995). The overall effect is that

we get a result of encrypting a gray-level image,

thus achieving ðk; nÞ-threshold visual cryptogra-

phy.

5. Experimental results

In this section, three gray images are used to

evaluate the performance of our proposed scheme.

The reason of choosing these images is that they
contain sufficient image details and gray levels.

Such images are good for evaluating the effect of

halftoning and visual cryptography. Fig. 7 shows

an original gray image with 16 gray levels. The

result of applying the SFCOD with the parameters

Fig. 6. Traversal order determined by a Hilbert curve.

Fig. 7. The original image.

Fig. 8. The image after using SFCOD.
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suggested in (Zhang, 1998), where BðiÞ ¼ i, i ¼
0; 1; 2; . . . ; l� 1, l ¼ 16, and Mði; jÞ is using the
Hilbert curve to map the value of traversal-order

number, is shown in Fig. 8. Then we perform the

(2, 2)-threshold visual cryptography scheme. The

corresponding two shares, whose sizes are both

four times that of the image shown in Fig. 7, are

shown in Fig. 9. The result of decoding the two

shares is shown in Fig. 10, which is also with a size

four times that of the image shown in Fig. 7. We

observe that most details can be revealed in the

image of Fig. 10 and the size of the image is just
1=4 of the image used by the Verheul and van

Tilborg scheme. Figs. 11 and 15 are two other gray

images with 256 gray-levels. The results of apply-

ing the SFCOD algorithm with the same para-

meters as used in the first experiment are shown in

Figs. 12 and 16, respectively. Their corresponding

two shares are shown in Figs. 13 and 17, respec-

tively. The results of decoding the two shares are

Fig. 9. The images of the shares. (a) The share1, (b) the share2.

Fig. 10. The decoded image. Fig. 11. The original image.
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shown in Figs. 14 and 18, respectively. We ob-

serve that the two results, like that of the first
experiment, are also acceptable. The size of

either image in Figs. 14 and 18 is just 1=64 of

that used by the Verheul and van Tilborg scheme.

It is seen here that even when the number of gray

levels in the original image reaches 256, the ef-

fect of our scheme is still satisfactory in the as-

pects of relative size increase and decoded image

quality.

6. A person authentication application

Imagine a system for IC card authentication,

which can be implemented by applying the pro-

posed (2, 2)-threshold visual cryptography scheme

for gray-level images. Instead of using existing
credit cards, each user of the system has an IC card

storing an image share that looks meaningless.

This image share is generated by encrypting a

portrait of the user. The process includes the cre-

Fig. 12. The image after using SFCOD.

Fig. 13. The images of the shares. (a) The share1, (b) the share2.

Fig. 14. The decoded image.
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ation of two shares, one being a noisy fixed image

which assumes the role of a public key in cryp-
tography and is the same for all users; and the

other share being a corresponding image which is

the desired image share for each user stored in the

IC card as a secret key. When the user goes

shopping as a customer and pays a bill, the IC card

is given to the clerk for decryption. Each shop

owns the public key in a device and when the

customer pays the bill, the clerk inserts the cus-
tomer’s IC card into the device and then the de-

coded image can be obtained by applying the

‘‘OR’’ operation to the two shares. Then the clerk

can check the similarity between the decoded
image revealed by the system and the appearance

of the customer to authenticate the customer.

This person authentication application has

several advantages. First, compared with authen-

tication by passwords, it is more confidential. A

512� 512 binary image has 2262144 decoding com-

binations, so the probability to obtain a correct

guess of a person’s secret key is very low. Second,
it can, in addition to being used alone, be em-

ployed as a visual auxiliary tool for recognition of

Fig. 15. The original image. Fig. 16. The image after using SFCOD.

Fig. 17. The images of the shares. (a) The share1, (b) the share2.
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fingerprints and signatures because the proverb

‘‘to see is to believe’’ is still a habit of human be-
ings. Many credit cards nowadays have the pic-

tures of the owners of the cards for person

identification. The function of this application here

is the same but is with higher security. Finally, our

system, which does not need intensive computa-

tion, may be implemented in an existing IC card

system, and this makes the proposed scheme even

more practical.
The above-mentioned person authentication ap-

plication is just one of the many possible ones of

visual cryptography schemes. With our proposed

scheme, it is convenient to extend various appli-

cations of visual cryptography developed for bi-

nary images to those for gray-level images. This

characteristic enlarges the applicability of our

scheme.

7. Conclusions

Extension of visual cryptography for binary

images to one for gray-level ones is useful for
wider applications. In this study, we have devel-

oped a scheme that achieves this goal. An input

gray-level image is first converted into an ap-

proximate binary image with the dithering tech-

nique, and a visual cryptography method for

binary images is then applied to the resulting

dither image. This scheme possesses the advanta-

ges of inheriting any developed cryptographic

technique for binary images and having less in-

crease of image size in ordinary situations. The

decoded images can reveal most details of original

images. Some experiments have been conducted to
evaluate the effect of our proposed method. The

experimental results prove that our approach is

feasible. A possible application has also been

proposed in this study. For further research, effi-

cient visual cryptography for color images may

be chosen as the next topic.
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