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A secure and scalable wavelength-division-multiplexing (WDM) ring-based access network is proposed
and demonstrated using proof-of-concept experiments. In the remote node (RN), wavelength hopping
for specific optical networking unit (ONU) is deployed by using silicon micro-ring resonators (SMR).
Using silicon-based devices could be cost-effective for the cost-sensitive access network. Hence the opti-
cal physical layer security is introduced. The issues of denial of service (DOS) attacks, eavesdropping and
masquerading can be made more difficult in the proposed WDM ring-based access network. Besides, the
SMRs with different dropped wavelengths can be cascaded, such that the signals pass through the pre-
ceding SMRs can be dropped by a succeeding SMR. This can increase the scalability of the RN for support-
ing more ONUs for future upgrade. Here, error-free 10 Gb/s downlink and 1.25 Gb/s uplink transmission
are demonstrated to show the feasibility of the proposed network.

� 2014 Elsevier Inc. All rights reserved.
1. Introduction

Fiber-to-the-home (FTTH) based on passive optical network
(PON) can provide high bandwidth to end users cost-effectively;
hence it is widely deployed in present access networks. Today’s
PON is time-division multiplexing (TDM) based, and the broadcast-
ing nature of these PONs introduces security concerns to the end
users and network operators [1]. Nowadays, these security con-
cerns are mainly addressed using encryption techniques on or
above the Media Access Control (MAC) layer [2,3]. Providing a
more effective security in the optical physical layer other than
using encryption algorithms is highly desirable since it can in-
crease the network performance as well as providing additional
dimension of network security. Ref. [4] proposed a wavelength
hopping PON (WP-PON) to enhance the PON security. However,
only simulation results are provided and TDM-based PON can be
used.

Ref. [5] has pointed out three main security issues in the TDM-
PON, including the denial of service (DOS) attacks, eavesdropping
and masquerading of an optical networking unit (ONU). The DOS
attack can simply be a malfunctioning or purposely corrupted up-
link laser in the ONU continuously transmitting the uplink signal,
which is high enough to block all the ONUs in the same TDM-
PON. Eavesdropping happens when a Malicious ONU can listen to
the uplink data sending from another ONU. Ref. [5] has demon-
strated that reflected signals due to un-terminated or dirty connec-
tors and fiber couplers can be high enough for a Malicious ONU to
read the uplink signal sending from a Victim ONU; hence making
the issue unnoticeable to network operator. Finally, masquerading
is a Malicious ONU pretends to be the Victim ONU.

In this work, a secure and scalable wavelength division multi-
plexed (WDM) ring-based access network is proposed and demon-
strated using proof-of-concept experiments. Ring-based access
network has attracted significantly attenuation, and it is regarded
as one of the promising architectures for the next generation ac-
cess networks owing to its network protection purpose and high
flexibility in wavelength management and assignment [6–9]. Here,
in the remote node (RN), wavelength hopping for specific ONU is
deployed by using silicon micro-ring resonators (SMR); hence the
optical physical layer security is introduced. Incorporating silicon
photonic devices in access networks could reduce the cost and
power consumption [10], and it is being actively investigated in
all over the world, such as in the EU projects: FDMA Access by
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Using Low-cost Optical Network Units in Silicon Photonics (FABU-
LOUS); and Photonics Electronics Functional Integration on CMOS
(HELIOS) [11]. The issues of DOS attacks, eavesdropping and
masquerading can be made more difficult in the proposed WDM
ring-based access network. Up to our knowledge, it is the first time
a secure WDM access network using silicon micro-ring based
remote node for wavelength hopping was proposed. Error-free
(bit-error-rate (BER) < 10�9) 10 Gb/s downlink and 1.25 Gb/s
uplink transmission were demonstrated to show the feasibility of
the proposed network.
2. Architecture and principle

Fig. 1 shows the architecture of the proposed WDM ring based
system. WDM signals are transmitted from the central office (CO)
to different remote nodes (RNs). Each RN as shown in inset of
Fig. 1, is composed of two SMRs with separated electrode controls
acting as the wavelength selector, a trigger photodiode (PD) for
detecting the control information sending from the CO and an elec-
trical signal generator. In the SMR, wavelength matches to the SMR
resonant wavelength will go to the dropped port of the SMR, while
other wavelengths will directly transmit to the through port of the
SMR. The signal generator receives the information from the trig-
ger PD (sent from the CO), and then generates specific electrical
pattern to control the wavelength of the SMRs. Each SMR is mod-
ulated by a specific random pattern, so that the dropped wave-
length of the SMR is changed randomly. Each random signal for a
specific SMR is uniquely known only by the CO and the specific
RN. The wavelengths sent from the CO to this particular RN are
changed accordingly following this pattern, so that which wave-
length is used is difficult to detect by the third party. Typically,
the modulation speed for wavelength dropping by a SMR can be
as high as kHz by using thermal tuning [12] and even GHz by using
carrier injection [13]. This makes it difficult for an intruder to at-
tack a specific end-user according to the known communication
wavelength.

An ONU, including a downlink PD and an uplink modulator, is
connected to the SMR based RN as shown in the inset of Fig. 1.
For the downlink transmission, the desirable wavelength dropped
by the SMR is directly received by a PD. For the uplink transmis-
sion, the transmitted optical carrier is distributed from CO. The dis-
tributed optical carrier is dropped by another SMR, modulated at
the end-user’s side to produce the uplink signal by using a reflec-
tive semiconductor optical amplifier (RSOA), and then is fed back
to the add port of the SMR to return to the CO. Using silicon-based
devices could be cost-effective for the cost-sensitive access net-
work. Monolithic integration of SMRs and silicon PD could further
reduce the cost [10,14]. The SMRs with different dropped wave-
lengths can be cascaded in this proposed RN. This can increase
CO

RN1

RNn …… RN4

RN2

Fig. 1. Proposed architecture of the s
the scalability of the RN for supporting more ONUs for future
upgrade.

In our proposed system, the wavelengths of each silicon ring are
changed dynamically. This makes it difficult to monitor the link
impairment of each RN. To achieve link impairment monitoring,
data transmission stops at some pre-scheduled time slots, called
‘‘Link Monitor Window’’. At the ‘‘Link Monitor Window’’, the cho-
sen SMR will change its monitor wavelengths rapidly and reports
its existence. Some DOS attack may be achieved in typical WDM
system if the monitoring wavelength of the RN is known. An intru-
der may report the RN alive while it is out-of-service in reality. In
our proposed system, the monitoring wavelengths of each silicon
ring are changed dynamically. Hence, it is much more difficult
for the intruders to masquerade the RN. Fig. 2 shows the time trace
of the change in wavelength of each SMR. It is also worth to men-
tion that in this scheme, equal fixed duration of time-slot is allo-
cated for each user as shown in Fig. 2, variable time-slot based
on customer needs can be implemented.

3. Experiment

The SMR used in our experiment was fabricated by Inter-uni-
versity Microelectronic Centre (IMEC). The SMR was fabricated
on a silicon-on-insulator (SOI) wafer, with thicknesses of the top
silicon and buried oxide (BOX) of 220 nm and 2 lm respectively.
Eq. (1) describes the power transmission characteristics of a mi-
cro-ring filter [15]:

Tr ¼
T0

1þ 2
p F2
� �

sin2 br lr
2

� � ð1Þ

where T0 is the transmission satisfying resonance condition, brlr =
N � 2p, N is an integer, br is the propagation constant in the mi-
cro-ring, lr is the circumference of the SMR, and the free-spectral
range (FSR) = k2/nrlr, nr is the effective index of the micro-ring
waveguide, and F is the finesse. For example, Let two wavelengths
k1 and k2 are coupled into the SMR filter from the input port. If k1 sat-
isfies the SMR filter resonance condition, it will couple into the ring
waveguide through evanescently side coupling. Then, it will appear
at the drop port (signal pass). For other wavelengths not satisfying
the resonance condition, such as k2, it will transmit to the through
port (signal remove). Fig. 3 shows the measured transmission char-
acteristics of the SMR dropped port and through port in our experi-
ment. The 3-dB linewidth of the SMR was about 0.2 nm.

We first discuss the downlink experiment with wavelength
hopping. Fig. 4 shows the proof-of-concept experimental setup
for WDM downlink transmission with wavelength hopping. Two
optical signals generated by distributed feedback lasers (DFBs)
with wavelengths of 1559.013 nm and 1559.813 nm were com-
bined by an optical coupler (OC) and fed into a Mach-Zehnder
RN3
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Fig. 2. Time-traces of different SMRs showing the mechanism of wavelength hopping.

1558 1559 1560
-25

-20

-15

-10

-5

0

Wavelength [nm]

N
or

m
al

iz
ed

 T
ra

ns
m

is
si

on
 [

dB
]

drop port
through port

Fig. 3. Transmission characteristics for dropped and through port of the SMR used
in experiment.
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Fig. 4. Proof-of-concept experimental setup of the downlink transmission with wavele
network. Inset (e)–(f): time traces of applied voltage.
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modulator (MZM) in the CO to produce two 10 Gb/s on-off keying
(OOK) downlink signals. The two signals were launched into a
25 km standard single mode fiber (SSMF). Then the WDM signals
were launched into RN1. Inside RN1, an electrical signal generator
can be used to apply voltage pattern to the SMR to drop the
1559.013 nm signal, which was then outputted at the dropped port
of the SMR and received. The 1559.813 nm signal transmitted
through the RN1 and was outputted at the through port of the
SMR. The 1559.813 nm through-port signal propagated another
8 km SSMF before being received at RN2. The insets (a)–(d) of
Fig. 4 show the experimental optical spectra at different locations
of the setup, showing the SMR can successfully drop one WDM
wavelength channel and the other WDM channel pass to the
through port. The insets (e)–(f) of Fig. 4 show two unique driving
patterns that can be applied to the SMRs in RN1 and RN2 respec-
tively. For example, at a specific time-slot, the first wavelength
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Fig. 5. Measured wavelength tuning characteristic of the SMR, showing 8.9 nm
wavelength-tunability with 4 V applied voltage.
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was received by RN1 while the second wavelength was received by
RN2. For the condition of more RNs, the wavelength sharing mech-
anism was similar. The resonant wavelength tuning of the SMR can
be achieved by thermal tuning, and the measured wavelength tun-
ing characteristic is shown in Fig. 5. We can observe that 8.9 nm
wavelength-tunability can be achieved with 4 V. For 0.8 nm ITU
channel spacing, this 8.9 nm wavelength spacing can support more
than 11 wavelengths for wavelength hopping of a specific RN. Pre-
cise wavelength management involves higher level protocol; hence
it was not demonstrated in this experiment.

Fig. 6 shows the proof-of-concept experimental setup for uplink
transmission. A 1559.013 lnm wavelength continuous-wave (CW)
carrier was distributed from CO to the RN1 30 km away. At the
dropped port of the SMR, the CW carrier was launched into a RSOA
through an optical circulator. The RSOA has a direct modulation
bandwidth of 1 GHz, and it was driven by 1.25 Gb/s OOK signal.
The modulated uplink signal was reflected back. Here, an optical
bandpass filter was used to emulate the effect of the uplink signal
passing back to the SMR. After the optical bandpass filter, the up-
link signal was received.

Fig. 7(a) shows the measured downlink signal bit error rate
(BER) performance. Error-free (BER < 10�9) transmissions were
achieved in all cases. About 2 dB power penalties were observed
between the 25 km transmission (detected at SMR drop port)
and 25 km + 8 km (detected at SMR through port). This may result
from the extinction ratio (ER) difference between the dropped port
and the through port, and also the dispersion by the additional
8 km SMF. The corresponding 10 Gb/s eye-diagrams of captured
at the drop and through ports are included in Fig. 7. Fig. 7(b)
showed the measured uplink signal BER performance. Different
ROSA bias conditions were compared. It was observed that the
BER < 10�9 was achieved for bias currents higher than 40 mA.
The worse BER performance below 50 mA may result from insuffi-
cient injection power. While the bias current higher than 60 mA,
the BER performance degraded gradually. This may result from sat-
uration induced low signal ER.
Laser1

VOA Bandpass
FilterRx

CO

Fig. 6. Proof-of-concept experimental
4. Conclusion

In this work, a secure and scalable WDM ring-based access net-
work was proposed and demonstrated using proof-of-concept
experiments. The optical physical layer security was introduced
to the network. The issues of DOS, eavesdropping and masquerad-
ing can be prevented in the proposed network. The characteristics
of the SMR providing wavelength hopping to offer the optical phys-
ical layer security were discussed. Besides, the SMRs with different
dropped wavelengths can be cascaded, such that the signals pass
through the preceding SMRs can be dropped by a succeeding
SMR. This can increase the scalability of the RN for supporting
more ONUs for future upgrade. Moreover, the use of silicon-pho-
tonic devices provides the possibility for low cost system integra-
tion. Error-free 10 Gb/s downlink transmissions were measured
at the dropped and pass-through signals of the SMR respectively.
RSOA was used to modulate the SMR dropped CW carrier signal
to generate the uplink OOK signal. An Error-free 1.25 Gb/s uplink
transmission were achieved. Because the SMR is used as an
RN1

RSOA

1.25 Gb/s

setup of the uplink transmission.
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add-drop filter for implementing wavelength hopping, the trans-
mission data rate is not determined by the SMR. The bit rate of
the uplink signal was limited by the direct modulation bandwidth
of the RSOA. Higher data rate can be achieved if electro-absorption
modulator (EAM) is used.
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