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Abstract—Universal Mobile Telecommunications System
(UMTS) supports Internet protocol (IP) multimedia services
through IP multimedia core network subsystem (IMS). Since the
IMS information is delivered through the general packet radio
service (GPRS) transport network, a UMTS mobile station (MS)
must activate GPRS packet data protocol (PDP) context before it
can register to the IMS network. In the Third-Generation Partner-
ship Project (3GPP) specifications, authentication is performed at
both the GPRS and the IMS networks before an MS can access the
IMS services. We observe that many steps in this 3GPP “two-pass”
authentication procedure are identical. Based on our observation,
this paper proposes an one-pass authentication procedure that
only needs to perform GPRS authentication. At the IMS level,
authentication is implicitly performed in IMS registration. Our
approach may save up to 50% of the IMS registration/authentica-
tion traffic, as compared with the 3GPP two-pass procedure. We
formally prove that the one-pass procedure correctly authenticate
the IMS users.

Index Terms—Authentication, call session control function
(CSCF), general packet radio service (GPRS), IP multimedia
core network subsystem (IMS), session initiation protocol (SIP),
universal mobile telecommunications system (UMTS).

I. INTRODUCTION

UNIVERSAL MOBILE TELECOMMUNICATIONS
SYSTEM (UMTS) proposed by the Third-Generation

Partnership Project (3GPP) is a third-generation (3G) mobile
telecommunications technology evolved from general packet
radio service (GPRS) [2]. Fig. 1 illustrates the UMTS packet
switched (PS) core network (CN), where the packet data ser-
vices of a mobile station (MS) are provided by the serving
GPRS support node (SGSN) via UMTS terrestrial radio access
network (UTRAN). The SGSN connects to the external data
network through the gateway GPRS support node (GGSN). Fur-
thermore, the SGSN communicates with the home subscriber
server (HSS) and the authentication center (AuC) to retrieve
subscriber data and authentication information of an MS. The
AuC, which may be collocated with the HSS, is responsible
for security management of subscribers. UMTS supports voice
and multimedia services through the PS CN based on the
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Fig. 1. UMTS architecture for packet switched service domain.

Internet protocol (IP) technology. Specifically, the 3GPP de-
fines IP multimedia core network subsystem (IMS) to support
multimedia services such as voice telephony, video, real-time
interactive games, messaging, and multimedia conferencing
[7]. In IMS, multimedia services are provided by call session
control function (CSCF) utilizing session initiation protocol
(SIP) [5], [16]. Three types of CSCFs are defined in IMS: A
proxy-CSCF (P-CSCF) located in the visited network of an MS
is responsible for redirecting the SIP messages of an MS to the
home network (where the HSS/AuC resides). A serving-CSCF
(S-CSCF) is located in the home network of the MS to provide
session control of multimedia services. The S-CSCF interacts
with the application servers to obtain value added services.
Furthermore, the S-CSCF communicates with the HSS and the
AuC to receive IMS-related subscriber data and authentication
information of the MS. An interrogating-CSCF (I-CSCF) is a
firewall for the SIP messages toward the home network, and is
responsible for selecting an S-CSCF for the MS.

In UMTS, when an MS sends an “Initial L3 message”
(e.g., location update request, connection management service
request, routing area update request, attach request, paging
response, etc.) to the SGSN, the SGSN may be triggered to
authenticate the user. The authenticating parties are HSS/AuC
in the home network and the universal subscriber identity
module (USIM) in the MS. GPRS authentication consists of
two major procedures [1], [10].

• Distribution of authentication information from the
AuC to the SGSN: The SGSN sends an authentication
data request to the HSS/AuC with the parameter interna-
tional mobile subscriber identity (IMSI) of the MS, and
receives a response with an array of authentication vectors
(AVs) from the AuC. An authentication vector consists of
a random number RAND, an expected response XRES, a
cipher key CK, an integrity key IK, and an authentication
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token AUTN. Each AV is good for one authentication and
key agreement between the SGSN and the MS.

• Authentication and key agreement between the SGSN
and the MS: This procedure performs authentication be-
tween an MS and the network by showing knowledge of a
preshared secret key that is only available in the USIM
of the MS and the AuC. The SGSN invokes the authentica-
tion procedure with an authentication vector. This proce-
dure supports mutual authentication between the MS and
the network. Specifically, the AUTN is used by the MS
to authenticate the network, and the RES/XRES pair is
used by the SGSN to authenticate the MS (where the RES
is generated by the MS). Details of the procedure will be
given in Section II-A. The MS also computes two keys
CK and IK using the received RAND and the preshared
secret key stored in the USIM. On the network side,
the SGSN passes CK and IK to the UTRAN. During data
transmission, CK and IK are used for ciphering and in-
tegrity between the MS and the UTRAN. Data ciphering
and integrity is out of the scope of this paper, and will not
be discussed further.

In addition to GPRS authentication, it is necessary to authen-
ticate the MS before it can access IMS services. Without IMS
authentication, a mobile user who passes the GPRS authentica-
tion can easily fake being another IMS user. Details of the fake
procedure will be elaborated in Section II-C. IMS authentica-
tion is performed between the IMS subscriber identity module
(ISIM) in the MS and the AuC in the home network [6]. This
procedure is basically the same as the GPRS authentication. In
this procedure, the CSCF first sends a multimedia authentication
request to the HSS/AuC with the IP multimedia private identity
(IMPI) of the MS, and receives a response with an array of AVs.
(This step is skipped if the CSCF already has the AV array.) The
CSCF then invokes the IMS authentication and key agreement
procedure with an authentication vector. The MS authenticates
the network through the received AUTN and the CSCF authenti-
cates the MS using the RES/XRES pair. Detailed message flow
of this procedure will be given in Section II-B.

Although both GPRS and IMS authentications are necessary,
most steps in these two “authentication passes” are duplicated.
In other words, the two-pass authentication proposed in 3GPP
33.203 [6] is not efficient. In this paper, we propose an one-
pass authentication procedure that effectively combines both
the GPRS and the IMS authentications. We prove that this sim-
plified one-pass authentication procedure correctly authenticate
the IMS users.

II. 3GPP TWO-PASS AUTHENTICATION

This section describes the 3GPP two-pass authentication pro-
cedure. We first describe GPRS authentication in Section II-A,
and then we elaborate more on IMS authentication in Sec-
tion II-B. In Section II-C, we explain why authentication must
be performed in both the GPRS and the IMS levels.

A. GPRS Authentication

When an MS invokes the GPRS access (e.g., turns on its
power), the MS sends an attach request to the SGSN. This mes-

Fig. 2. Message flow for 3GPP GPRS authentication.

sage will trigger the GPRS authentication [2], which is imple-
mented by GPRS mobility management (GMM) between the
MS and the SGSN, and signaling system number 7 (SS7) mobile
application part (MAP) between the SGSN and the HSS/AuC
[11]. This procedure consists of the following steps (see Fig. 2).

Step G.1) Consider an MS with the IMSI value imsi and the
IMPI value impi. To access the GPRS services,
the MS sends a GMM Attach Request (with
the parameter ) to the SGSN.

Step G.2) If the SGSN has the AVs of the MS, then Steps
G.2 and G.3 are skipped. Otherwise, the SGSN
must obtain the AV’s from the HSS/AuC.
That is, the SGSN invokes the authentication
vector distribution procedure by sending a
MAP SEND AUTHENTICATION INFO Re-
quest message to the HSS/AuC (with the param-
eter ).

Step G.3) The HSS/AuC uses imsi to retrieve the
record of the MS, and generates an ordered
array of AVs (based on the preshared se-
cret key in the MS record). The gener-
ated AV array is sent to the SGSN through a
MAP SEND AUTHENTICATION INFO Re-
sponse message.

Step G.4) The SGSN selects the next unused authentication
vector in the ordered AV array and sends the
parameters RAND and AUTN (from the selected
authentication vector) to the MS through a GMM
Authentication and Ciphering Request mes-
sage.

Step G.5) The MS checks whether the received AUTN can
be accepted. If so, it produces a response RES
that is sent back to the SGSN through a GMM
Authentication and Ciphering Response
message. The SGSN compares the received
RES with the XRES. If they match, then the
authentication and key agreement exchange is
successfully completed.

Step G.6) The SGSN sends a GMM Attach Accept mes-
sage to the MS, and the attach procedure is
completed.
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Fig. 3. Message flow for 3GPP IMS authentication.

After GPRS authentication, GPRS registration follows (details
of GPRS registration can be found in [13]). Then, the MS per-
forms packet data protocol (PDP) context activation to obtain
access to the GPRS network. The PDP context specifies the
application-layer packet data protocol and the routing informa-
tion used for the GPRS communication session (see [12] for the
details).

B. IMS Authentication

After PDP context activation, the MS can request the IMS
services through the registration procedure illustrated in Fig. 3.
In this procedure, the MS interacts with the S-CSCF possibly
through P-CSCF and I-CSCF. To simplify our discussion, Fig. 3
uses the term “CSCF” to represent the proxy, interrogating,
and service functions of CSCF. Details of message exchanges
among these CSCFs are given in [12]. IMS authentication/reg-
istration is implemented by SIP and Cx protocols [3], [4],
which consists of the following steps.

Step I.1) The MS sends a SIP Register message to the
CSCF (with the parameter )
through the SGSN.

Step I.2) Assume that the CSCF does not have the AVs
for the MS. The CSCF invokes the authentica-
tion vector distribution procedure by sending
a Cx Multimedia Authentication Request
message to the HSS/AuC (with the parameter

).
Step I.3) The HSS/AuC uses impi to retrieve the

record of the MS, and generate an or-
dered array of AVs. The HSS/AuC sends
the AV array to the CSCF through a Cx
Multimedia Authentication Answer message.

Step I.4) The CSCF selects the next unused authentication
vector from the ordered AV array and sends the
parameters RAND and AUTN (from the selected
authentication vector) to the MS through a SIP
401 Unauthorized message.

Step I.5) The MS checks whether the received AUTN can
be accepted. If so, it produces a response RES.
The MS sends this response back to the CSCF

TABLE I
IDENTICAL STEPS IN GPRS AND IMS AUTHENTICATIONS

Fig. 4. Illegal IMS registration.

through a SIP Register message. The CSCF com-
pares the received RES with the XRES. If they
match, then the authentication and key agreement
exchange is successfully completed.

Step I.6) The CSCF sends a Cx Server Assignment
Request message to the HSS/AuC.

Step I.7) Upon receipt of the Server Assignment
Request, the HSS/AuC stores the CSCF name
and replies a Cx Server Assignment Answer
message to the CSCF.

Step I.8) The CSCF sends a 200 ok message to the MS
through the SGSN, and the IMS registration pro-
cedure is completed.

In the above procedure, Steps I.1–I.5 exercise authentication,
and Steps I.6–I.8 perform registration.

C. Fraudulent IMS Usage

Although GPRS authentication is implemented by GMM and
SS7 MAP, and IMS authentication is implemented by SIP and
Cx, many steps of these two authentication procedures are du-
plicated (see Table I). Unfortunately, these redundant steps are
required. That is, after GPRS authentication, it is necessary to
authenticate the MSs again at the IMS level. Without IMS au-
thentication, an IMS user may pretend to be another IMS user.
Consider the example in Fig. 4, where there are two MSs. MS-A
has the IMSI value imsi-A and the IMPI value impi-A. MS-B
has the IMSI value imsi-B and the IMPI value impi-B. Suppose
that MS-B is a legal GPRS user and has passed the GPRS au-
thentication (by using imsi-B) to obtain GPRS network access.
If no IMS authentication is required, MS-B may perform IMS
registration by sending the CSCF a Register request that in-
cludes the MS-A’s IMPI value impi-A as a parameter. The CSCF
will consider this IMS registration as a legal action activated by
MS-A. Therefore, MS-B can illegally access the IMS services
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Fig. 5. IMS registration (one-pass authentication).

of MS-A. The above example shows that IMS-level authenti-
cation is required to prevent illegal access to the IMS services.
In the next section, we describe an one-pass authentication pro-
cedure for both GPRS and IMS authentications. Our approach
significantly reduces the number of accesses to the HSS/AuC.

III. ONE-PASS AUTHENTICATION PROCEDURE

This section proposes an one-pass authentication (performed
at the GPRS level) that can authenticate an IMS user without
explicitly performing the IMS-level authentication. In our ap-
proach, the SGSN implements a SIP application level gateway
(ALG) [8] that modifies the format of SIP messages (to be elab-
orated). We first describe the SIP message flow of the one-pass
procedure. Then, we provide a brief cost comparison between
the one-pass and the two-pass procedures.

A. SIP Message Flow

After GPRS authentication (Steps G.1–G.6 in Fig. 2) the MS
performs PDP context activation to obtain GPRS access. Then,
the MS registers to the IMS through Steps I*.1–I*.4 illustrated
in Fig. 5.

Step I*.1) The MS sends a SIP Register message to the
SGSN with the parameter . Note
that after PDP context activation, the SGSN can
identify the IMSI of the MS that transmits the
GPRS packets [2]. The SIP ALG in the SGSN
adds the IMSI value (i.e., imsi) of the MS in the
Register message and forward it to the CSCF.
Details of a possible SIP ALG implementation
can be found in [8].

Step I*.2) The CSCF stores the (imsi, impi) pair
in the MS record, and sends a Cx
Server Assignment Request message to
the HSS/AuC with the parameter .
We note that if the CSCF has stored the (imsi,
impi) pair before, then Steps I*.2 and I*.3 are
skipped.

Step I*.3) The HSS/AuC uses the received IMPI value impi
as an index to retrieve the IMSI and the user pro-
file of the MS. We denote as
the IMSI value retrieved from the HSS/AuC. The
HSS/AuC stores the CSCF name and sends a Cx

TABLE II
COMPARING THE ONE-PASS AND THE TWO-PASS AUTHENTICATION

PROCEDURES IN IMS REGISTRATION

Server Assignment Answer to the CSCF (with
the parameters and user profile).

Step I*.4) The CSCF checks whether the value imsi and
are the same. If so, the CSCF

sends a SIP 200 Ok message to the SGSN
and the authentication is considered successful.
If , then it implies
that the registration is illegal (i.e., the sce-
nario illustrated in Fig. 4 occurs). Suppose that

. The SGSN forward
the 200 Ok message to the MS, and the IMS
registration procedure is successfully completed.

B. Cost Analysis

Table II compares the steps executed in the one-pass and the
two-pass authentication procedures. Suppose that the expected
SIP message delivery cost between an MS and the CSCF is one
unit, and the expected Cx message delivery cost between the
CSCF and the HSS/AuC is units. It is anticipated that
for the following two reasons.

• The CSCF and the HSS/AuC exchange the Cx messages
through IP network. On the other hand, besides the IP
network overhead, SIP communications between the MS
and the CSCF involves GPRS core network and UTRAN
radio network.

• The CSCF and the AuC/HSS are typically located at the
same location, while the MS is likely to reside at a remote
location.

It is clear that the expected IMS registration for the one-pass
procedure (see Fig. 5) is

(1)

Note that Step I*.1 needs to trigger SIP ALG for SIP message
analysis. Since this action is executed in micro kernel of the
SGSN, the overhead can be ignored as compared with SIP mes-
sage exchange. Similarly, the extra cost of and

comparison at Step I*.4 can be ignored. Our analysis as-
sumes that the (imsi, impi) pair does not exist at Step I*.1. There-
fore Steps I*.2 and I*.3 are always executed. This assumption
favors the two-pass procedure.
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Fig. 6. ImprovementS of the one-pass procedure over the two-pass procedure.

In the two-pass procedure, if the distribution of authentication
vectors from the HSS/AuC to the SGSN (Steps I.1–I.4 in Fig. 3)
is performed, then the expected IMS registration cost is
expressed as

(2)

If the authentication vector distribution is not executed in the
two-pass procedure, then the expected IMS registration cost

is expressed as

(3)

Like periodic location update in UMTS [14], IMS registration
is periodically performed. In Steps I.2 and I.3 of the two-pass
procedure, an AV array of size (where ) is sent from
the HSS/AuC to the CSCF. Therefore, one out of the IMS
registrations incurs execution of Steps I.2 and I.3. Therefore,
from (2) and (3), the expected IMS registration cost for the
two-pass procedure is

(4)

From (1) and (4), the improvement of the one-pass procedure
over the two-pass procedure is

(5)

Fig. 6 plots as a function of and . The figure indicates that
the one-pass procedure can save up to 50% of the SIP/Cx traffic
for IMS registration/authentication, as compared with the two-
pass procedure. Another significant advantage of the one-pass
procedure is that it consumes much less AVs (about 50% less)
than the two-pass procedure.

One may argue that implementation of a SIP ALG is required
in the one-pass procedure. Since IMS is based on SIP, a SIP

ALG is required for other purposes (see an example in [9]).
Therefore, the one-pass procedure will not incur extra cost for
implementing SIP ALG.

IV. CORRECTNESS OF THE ONE-PASS PROCEDURE

In this section, we prove that the one-pass authentication pro-
cedure correctly authenticates the IMS users. In UMTS, every
MS maintains the attributes IMSI, IMPI, and the preshared se-
cret key in its SIM card. Consider an MS with

, and . To simplify our discussion,
we assume that these parameters are grouped into a set

in the SIM card of the MS. Define functions
, and such that for any

where is the IMSI value

in (6)

where is the IMPI value

in (7)

where is the value in (8)

Based on the above definitions, it is clear that, for example

Similarly, for every MS, the HSS/AuC maintains a record
that consists of attributes IMSI, IMPI, and . That is, for an MS
who has legal GPRS and IMS accesses

Like (6)–(8), we define functions
such that for

where is the IMSI value

in (9)

where is the IMPI value

in (10)

where is the value in (11)

In 3G 23.060 [2] and 3G 33.203 [6], MS authentication at the
GPRS and the IMS levels are based on the following Theorem.

Theorem 1: Suppose that an MS claims that it has the IMSI
value imsi and the IMPI value impi. Then, the following.

a) The MS is a legal GPRS user if
.

b) The MS is a legal IMS user if
.

Note that Theorem 1 does not hold if an illegal user already pos-
sesses the SIM information of a legal user (e.g., by duplicating
the SIM card through the SIM card reader [9]). This issue was
addressed in [15]. In this paper, we assume that such fraudu-
lent usage does not occur. 3GPP GPRS authentication proce-
dure (i.e., Steps G.1–G.6) checks if both a GPRS user and the
HSS/AuC have the same preshared secret key using Theorem
1 and Fact 1a below. Similarly, 3GPP IMS authentication pro-
cedure (i.e., Steps I.1–I.8) checks if both an IMS user and the
HSS/AuC have the same preshared secret key using Theorem 1
and Fact 1b.
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Fact 1:

a) For an MS claiming , if ,
then .

b) For an MS claiming , if ,
then .

Now, we prove that the one-pass authentication correctly au-
thenticates the IMS users (i.e., the one-pass procedure checks
if ). From the definitions of the

and functions [i.e., (9) and (11)], it is trivial
to have the following fact.

Fact 2: For any IMPI value impi, if
, then .

With Fact 2, correctness of the one-pass authentication pro-
cedure is guaranteed according to the following two theorems.

Theorem 2: Suppose that

a) an MS with the IMSI value imsi has passed the GPRS
authentication; that is

(12)

b) The MS claims that its IMPI value is impi.
c) The network maps impi to the IMSI value imsi; that is

(13)

Then, the MS is a legal IMS user. In other words

(14)

Proof: From hypothesis a, . In hypothesis b,
the MS claims that it has the IMPI value impi, which implies
that . From (8)

(15)

From Fact 2 and (13) in hypothesis c, we have

(16)

From (12) in hypothesis a and (16), we have

(17)

From (15) and (17), we have

In other words, if hypotheses a–c hold, an MS is a legal IMS
user with .

Theorem 3: The one-pass authentication procedure correctly
authenticates the IMS users; that is, for an MS claiming the IMPI
value impi, the one-pass procedure recognizes the MS as a legal
IMS user if .

Proof: After Steps G.1–G.6 have been executed, the net-
work verifies that ; i.e., (12) in The-
orem 2 is satisfied.

At Step I*.1, the MS claims that its IMPI value is impi
and, therefore, the network assumes that

; i.e., (15) in Theorem 2 is satisfied.

At Step I*.4, the one-pass authentication checks if
[i.e., (13) in Theorem 2 is checked].

If so, as a direct consequence of
Theorem 2, and the authentication procedure recognizes the
MS as a legal user (according to Theorem 1). Otherwise, the
authentication fails.

In other words, the one-pass procedure follows Theorem 1 to
authenticate an MS.

V. CONCLUSION

This paper proposed an efficient IMS registration procedure
without explicitly performing tedious authentication steps.
As specified by the 3GPP, after a UMTS mobile user has
obtained GPRS network access through GPRS authentication,
the “same” authentication procedure must be executed again at
the IMS level (during IMS registration) before it can receive
the IP multimedia services. This paper described an one-pass
authentication procedure, which only needs to perform GPRS
authentication. At the IMS registration, the one-pass procedure
performs several simple operations to verify if a user is legal.
We prove that the one-pass procedure correctly authenticates
the IMS users. Compared with the eight-step two-pass au-
thentication, the four-step one-pass authentication saves two
to four SIP/Cx message exchanges among the MS, the SGSN,
the CSCF, and the HSS/AuC. Our study indicates that this new
approach can save up to 50% of the network traffic generated
by the IMS registration. This approach also saves 50% of the
storage for buffering the authentication vectors. The one-pass
authentication procedure is pending ROC and US patents.
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